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Using This Help Section

= Expand a section: Click the + link next to a bookmark in order to expand
it and view contents within the bookmark.

= Navigate: Click on a bookmark to jump to that section.

= Print a specific bookmark: Print out a particular bookmark by right
clicking on the bookmark, and then selecting Print Page(s). (If you right
click on a ‘parent’ bookmark, all of the ‘child’ bookmarks will print as well).

= Print the entire help document: Click = (Print icon) in the toolbar,
or click File / Print, then click OK.
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Y

H Introduction

Delegated Model

CCA is a delegated administration tool designed to give power to people who are best in
a position to manage user access and make security decisions. In some companies,
this may be accomplished through a central office; while in other companies, this may be
accomplished by delegating responsibility to people spread throughout the company.
The delegated model allows each company to set up the structure that best fits their
needs for managing access grants to their users.

The delegated model allows a single company to set up one or more organizations in
CCA. CCA organizations are simply groupings of users with their own administrator(s)
and their own available service packages. Organizations that are created below the
parent organization are called divisions. Administrators in the parent organization can
perform tasks on users in the divisions below.
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Defining Administrator Roles

A definition of all Administrator Roles is listed here for informational purposes.

There are several administrator roles available in CCA that can be assigned to
users. These roles can be used independently or multiple roles can be combined
for a broader variety of administrative options. The available roles include:

Organization Password Administrator - Searches for users’ profiles and resets
users’ passwords.

Organization Security Administrator - Administers a specific service package as
well as sub-packages associated with it.

User Account Administrator — Rejects or approves new user requests. (This role
is appropriate for someone in a position to confirm that the user should have
access to the secured portal).

Security Administrator - A superset of all administrator rights and responsibilities.
An organization can have as many or as few administrators as desired.

The following section displays roles / privileges in two ways. First, Table 1 is comprised
of privileges associated per role in a matrix view. Second, Figure 1 is comprised of
privileges associated per role in a list view.
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Table 1:

Matrix of Privileges Associated Per Role

APPROVE / REJECT DIVISION’S SERVICE PACKAGE REQUEST - - - X

APPROVE / REJECT NEW USER REGISTRATION REQUESTS - - X -

APPROVE / REJECT ORGANIZATION SERVICE REQUEST - - - -

APPROVE / REJECT SITE CODES FOR DIVISIONS OF YOUR ORG - - - -

APPROVE / REJECT USER’S SERVICE PACKAGE REQUESTS - - -

AUDIT USER GRANTS - -

X | X

CHANGE EMAIL PREFERENCES FOR SELF

X

AUDIT USERS IN COMPANY (QUARTERLY & ANNUALLY) - - X -
X

CHANGE PASSWORD OF SELF X

XX

DELETE A DIVISION IN YOUR ORG - - - -

DELETE A USER ACCOUNT - - X -

EDIT ORGANIZATION AND/OR DIVISION PROFILE - - - -

EDIT PROFILE OF OTHERS - - X -
EDIT PROFILE OF SELF X X X

X

GENERATE A SERVICE SUMMARY REPORT - - - -

GENERATE REPORT OF USER SUMMARY BY ORGANIZATION - - -

GENERATE REPORT OF USERS GRANTS PER SVC. PACKAGE - - -

XXX

GENERATE SECURITY ADMINISTRATOR REPORTS - - -

GRANT A SERVICE PACKAGE TO A DIVISION IN YOUR ORG - - - -

GRANT A SERVICE PACKAGE TO A USER - - -

X

INVITE USERS TO REGISTER - - X -

MODIFY USER ROLES - - - -

MOVE A USER - - X -

XXX XX XX XX XX XXX XX XX XXX XX | X

REMOVE A SERVICE PACKAGE FROM A DIVISION IN YOUR ORG - - - -
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Table 1:

Matrix of Privileges Associated Per Role

- - - X X
- - - X X
X X X X X
- X X - X
- X - X X
- X X X X
- X - - X
- X - - X
- - - - X
- - X - X
X X X X X
- - - - X
X X X X X
- - - X X
X X X X X
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Figure 1: List of Privileges Associated Per Role

Role 1. Privileges associated to All Registered Users (General Users)

Change email preferences for
self

Change password of self

Edit profile of self

Request a service package for
self

View my organizational
administrators

Role 2: Privileges associated to Password Administrator

All of General Users +
Reset password of others
Search /View details for
divisions in my organization

Search for users in my
organization

Specify password for self
Specify password of others

Role 3: Privileges associated to User Account Administrator

All of General Users +
Approve / Reject new user
registration requests
Audit user grants

Audit users in company
(Quarterly & Annually)
Delete a user account
Edit profile of others
Invite users to register

Role 4: Privileges associated to Service Administrator

All of General Users +
Approve / Reject division’s
service package request
Approve / Reject user’s service
package requests

Audit users in company
(Quarterly & Annually)
Generate report of user
summary by organization
Generate report of users’ grants
per svc. package

Generate security administrator
reports

Grant a service package to a
user

Remove service package from
a user

Request a service package for
my organization

Search /View details for
divisions in my organization
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View / cancel pending requests
of self
View request history of self

Move a user

Reset password of others
Search for users in my
organization

Suspend a user account

Search for users in my
organization
View request history of others
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All of General Users +
Approve / Reject division’s
service package request
Approve / Reject new user
registration requests

Approve / Reject organization
service request

Approve / Reject site codes for
divisions of your org

Approve / Reject user’s service
package requests

Audit user grants

Audit users in company
(Quarterly & Annually)

Delete a division in your org
Delete a user account

Edit organization and/or division
profile

Edit profile of others

Role 5: Privileges associated to Security Administrator

Generate a service summary
report

Generate report of user
summary by organization
Generate report of users’ grants
per svc. package

Generate security administrator
reports

Grant a service package to a
division in your org

Grant a service package to a
user

Invite users to register

Modify user roles

Move a user

Remove a service package
from a division in your org
Remove service package from
a user
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Request a service package for
my organization

Reset password of others
Search /View details for
divisions in my organization
Search for users in my
organization

Specify password for self
Specify password of others
Suspend a division in your org
Suspend a user account

View organization’s hierarchy
View request history of other
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Edit Your User Profile
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1. From the My Profile drop down menu, click Edit my Profile. The Edit Profile
screen is displayed. All of the information associated with your user profile can
be edited via this screen.

Please keep the User Profile current. Fields marked with an asterisk (*) are required. Click Save Changes when finished,

user information
*

Status:
User 1D:

Company/Division Name:

Prefix:

*First Name:

Middle Name:

*Last Name:

Job Title:

*Address 1:

Address 2:

Address 3:

*City /Region:
*State /Province:
*Postal Code:
*Country:

*Phone Number:
Mobile Phone Number:
Fax Number:

*Email Address:
Wireless Email Address:
*Time 2one:

*Language Preference:

*Challenge Question:

*Challenge Answer

= required fields

ﬁ]e User ID can NEVER be

[V Active
CMISSX90 modified.
Covisint \
. (Mr., Mrs., Ms., Miss)
Jlane |
.Doe

Throughout this application,
hover your mouse over a
question mark icon to view help
text related to that field.

1 Campus Martius

Detroit

Ml
45226

UNITED STATES
313.227.7300

The email address entered here is
the email address where all
system-related correspondence
will be delivered, such as
registration approval, changes to
your profile or access. This is
also the address where your
password will be delivered if a
reset is necessary. Be sure to
enter an email address to which
you have access at any time.

jane.doe@yahoo.com

®
(GMT-05:00) Eastern Time (US & Canada)
English v

Dog' s nawme

Mote: In case you forget your password, you will be asked to answer a challenge question based on what you input in the t
box above. Examples: What is my Mother's Maiden Name? What was the name of my high school? There is a 255 characte
on the question and the answer. Both the question and the answer will be accessible to your Security Administrator,

Coco Chanel

Mote: To reset a forgotten password, your answer must match exactly what you input into the text box above. The answer
case and punctuation sensitive. Both the guestion and the answer will be accessible to your Security Administrator,

save changes | undo changes | cancel |

2. Modify the information as desired. Remember that required fields, identified with
the bold, red font, red bar, asterisk, must be populated in order to save changes

to your profile.
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Details about the Challenge Question and Challenge Answer fields.
Security questions are used to verify the identity of a user during password reset.
@ You will be prompted to enter the answer to the security question you create in this

field. Important to note that your answer must match exactly as entered here —
including upper and lower case.

3. Click Save Changes. The changes are immediately applied to your profile, and
a success message is displayed.

Result

You have successfully modified your user profile.
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Request Service Packages

& Service Package: a defined group of one or more applications. By requesting a
service package, you can obtain access to additional applications.

1. From the My Profile drop down menu, click Request Service Package. The
request service package screen is displayed.

Covisint Connection and Administration »Home »Portal »Help »ContactUs *Logout

Home : My Profile : My Organization : i# Show side nav
= Covisint
request service package: Jane Doe Steps: O-
The following list contains all service packages currently offered by Covisint and other Covisint members, Please indicate the service packages you require by
clicking the buttons below:
[E] = per user fees apply = subscribed to by your parent company ¢ = additional infarmation needed
service packages request more info
Content Management Applications
Content Management [¥] access granted maore info
Sub-packages are bundles of spplications available for these spproved to sccess
Contant Management. To requast a sub-package of Content Management, please selact
the ‘request sub-package’ link below.
request sub-package (application package)
DaimlerChrysler Content Management [v] request more info
Covisint Internal Applications
CAS - Covisint Internal = iequest more info
Covisint Time Tracker ™ request mare info
GRID - Covisint Access A request mare info
Covisint Supplied Services
#Asset Recovery System E & request more info
CATS [l request more info

Note: the following symbols will help you understand attributes of certain packages:

Packages already granted to your organization are denoted by a check

& mark.

Packages that have associated fees are denoted with a dollar sign.
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your organization. If you request a service or sub-package that is not already
granted to your organization, your administrator will need to request those services
on behalf of the organization before granting them to you.

Click here for steps on how to view the service packages granted to your

Org.

@ Note: You are only able to be approved for service packages already granted to

2. Click request next to the package you wish to request. Note: You can request Sub
Packages of certain portals by clicking on the request sub-package link under the
applicable Partner Portal Service. The request details screen is displayed.

3. Enter the reason for the request in the open text box. The request reason will help
your administrator make appropriate decisions regarding your request.

4. Click continue to submit the request. Your request is routed to your administrator for
approval

5. Repeat steps 1 — 4 as necessary to request additional service packages.

Result

You have successfully requested access to a service package.
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Change Your Password

1. From the My Profile drop down menu, click Change my Password. The
Change Your Password screen is displayed.

Q_’: T = L:(:‘J & Ee QTR NS DTN R, ) hitps://repister.stg. covisint.com - Mozilla Firefox

|Clmozilla Firefox star... Password Rules
|| Covisint Enterprise Portal = Covis... | () Covisint Connection and Admin
S S s # & characters minimum, 20 character maximum
Covisint Connection and Administration + rnust contain at least one non-alpha character (number or special
character®)
= z ” 2o 5 + cannot be the same as the user ID
Home : My Profile : My Organization : + cannot be repeated for a cycle of 7 password changes
+ should be difficult to guess *allawable special characters: (numbers 0-9) , 7 ‘
cxl@#gn ar-0)_ SN[+ =25"" i
Change Your Password
Please enter a new password.
change password .
* || = required fields
*Current Password: : Done register.stg.covisint.com a
5 = —
*New Password: (&) show pasfwnrd rules
*Re-enter New Password: ||
submit password change

It is important to change your password every 90 days to keep your account
secure. You will be prompted by the system to change your password as the 90
day expiration date approaches. After 90 days, the system will force a password
change during the login process.

Your password must adhere to Covisint security standards. You can view the
password rules by clicking show password rules on the password-reset page,
as displayed in the screen above.

2. Inthe Current Password open text field, key in your current password.

3. Inthe New Password open text field, create a new password that adheres to the
Covisint password rules.

4. In the Re-enter New Password open text field, key in the newly created password
to verify that you have typed it correctly.

5. Click Submit password change. The changes are immediately applied to your
account.

Result

You have successfully changed your password.
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Additional Profile Management Features

Home : My Profile : My Organization : 1§ Show side nav
= Covizint

view profile for: Jane Doe

wview profile T view service packages
+ edit user profile * change user password * request service package
+ view pending requests + view request history » email preferences

Detailed profile information for this user ID is listed below, If you are able to perform updates or actions on this account, the option links below will allow you to
perform the activity indicated.

Status [ Active

User Name Jane Doe User ID CMISXAOA
Company/Division Covisint Job Title
Address 1 1 Campus Martius Email Address jane.doed@yahoo.com
Wireless Email
Address 2 Address
Address 3 Phone Number 313.227.7300

City /Region Detroit Mobile Phone

Number
State /Province MI Fax Number
Postal Code 45226 Language o ...
Preference
Country UNITED STATES Time Zone (GMT-05:00) Eastern Time (US & Canada)
Role Name Description date granted

no role is found

If Zou wish to... Then...

View your current service package 1. Click My Profile menu.
grants

2. Click View my profile option.

3. Click View service packages tab.
The View service packages screen
is displayed. From this screen, you
are able to view packages and sub
packages to which you currently
have access. To view details of
any service package grant, simply
click the package name.

View user roles assigned to you 1. Click My Profile menu.
2. Click View my profile option.
3. Scroll to the bottom of the screen to

the ‘user assigned roles’ section to
view the list.

View pending requests you have 1. Click My Profile menu.
submitted
© 2008 Compuware Corporation: All Rights Reserved Confidential and Proprietary 5/27/2008
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If you wish to... Then...

2. Click View my profile option.

3. Click View pending requests.
The View pending request screen
is displayed. From this screen, you
are able to view packages and sub
packages to which you currently
have access request pending.

Send areminder to the administrator
regarding a pending request

1. Click My Profile menu.

2. Click View my profile option.

3. Click View pending requests.
The View pending requests screen
is displayed.

4. Enable the checkbox of each
request for which you wish to send
a reminder.

5. Click send reminder.

6. Key in the reason for the reminder.

7. Click submit. The reminder is sent
to the appropriate Administrators.

Cancel a pending request

1. Click My Profile menu.

2. Click View my profile option.

3. Click View pending requests.
The View service packages screen

is displayed.

4. Enable the checkbox of each
request you wish to cancel.

5. Click cancel pending request.
6. Click submit decision. The

request is removed from the
Administrator’'s queue.

Opt out of auto-generated email

(The system automatically sends email
notifications for many items. You may
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If you wish to... Then...

opt out of certain email notification by
following the steps provided here)

1. Click My Profile menu.
2. Click View my profile option.

3. Click email preferences. The
Update your email preferences
screen is displayed.

4. Deselect the checkbox of each item
for which you do not wish to receive
notification. (You are not able to
opt out of password reset emails for
security reasons).

5. Click Save changes.

View the history of your requests
1. Click My Profile menu.

2. Click View my profile option.

3. Click view request history. Alog
of your request history is displayed.
This log contains the request and
approval dates, as well as the
approver’'s name and decision

Result

You have successfully performed additional profile management options.
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View Your Organization Profile

1. From the Home screen, click My Organization. The Organization Profile screen is
displayed for the logged in user.

2. Click View my organization profile. Your Organization Profile Screen is displayed.

I Show side nav

Home : My Profile : My Organization :

= Covisint

organization profile for:Covisint Jane Doe

view profile T view service packages T administrator

All organization information is available from this page, including the names of the organization's Security Administrators.If you are a Security Administrator for this
organization, you may use the option links below to perform available administrative tasks.

Status: [V Active
status options
last quarterly user audit 2005.06.30 performed by
last annual user grant audit 2006.06.20 performed by EXCHNGOPL

organization information

Name Covisint
Address 1 Campus Martius , Detroit, MI 48226 UNITED STATES
Phone Number 313-227-7300

Fax Mumber

administrator information
Phone Number

URL http:ffwww.covisint.com
DUNS Number O

Mame User ID Job Title
lulie Doe julisa21 313.555,1212
John Doe john3z21 313.555.1213

Result

You have successfully viewed organization profile details.
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View Your Organization Services

1. From the Home screen, click My Organization. The Organization Profile screen is
displayed for the logged in user.

2. Click View my organization services. Your Organization Services Screen is displayed.

Home : My Profile : My Organization :

I8 Show side nay

= Covisint
view service packages for:Covisint

view profile I view service packages ]

ator

The following is the list of services currently granted to this organization. The service packages are organized by category.To view service package details, click on
the service package name. You may suspend / remove 3 service from the organization from the details screen.

&, = uses site codes
service package name more info status date granted

Administration

Covisint (required) more info M Active 2001.10.07 EDT

Secure File Exchange Administration {Covisint Owned) more info [ Active 2004.12.16 EST

Content Management Applications
[E Content Management

more info [V Active 2002,03.04 EST
DaimlerChrysler Content Management more info [Zl’ Active 2002.09.05 EDT
Covisint Internal Applications
CAS - Covisint Internal more info [ Active 2002.03.04 EST
Covisint Time Tracker more info [_/J Active 2004,01.27 EST
GRID - Covisint Access more info [V Active 2003.05.05 EOT
Covisint Supplied Services
Asset Recovery System more info [V Active 2003.08.13 EDT
CATS more info [V Active 2004,05.04 EOT
Covisint Connect more info [ Active 2003.08.26 EDT

Click the (+ | sign next to a service package to view additional portal
customers that have a unique view of that service package. Some portal
customers may have a ‘customized’ view of a given service package.

Result

You have successfully viewed your organization services.

© 2008 Compuware Corporation: All Rights Reserved Confidential and Proprietary 5/27/2008
Page 18 of 96



CCA Security Administrator User Guide (v1.1)

__A Performing Security Administrator Tasks for your Users

Viewing Users in your Organization

There are two ways for an Administrator to access user accounts. Those are:
= View Users (generally used when quantity of users is less than 50)
= Search for users (generally used when quantity of users is greater than 50)

Complete the following steps to view users in your organization.

1. Click View my Organization Users from the My Organization drop down menu. The
View Users screen is displayed.

Covisint Connection and Administration

*Home *Portal *Help *ContactUs * Logout

Home : My Profile @ My Organization : Search :
View my Organization Profile

8 Show side nawv

= Covisint
View my Organization Service Packages

view users: Covisint|

View my Organization Hierarchy

view profile View my O ers vi hierarchy _[ views users | inistrator
| View my Org tion Administrators
All currently ragg in the organization Covisint are listed balow. 51 n individual name to view the detailed user profile.
Status Us User ID T Organization Name
W  (read-only), Partner Assisl ey Cowisint
W ston, Mel. Cowisint
ol ston, Mel STONL Covisint
W ston, Service Admin STONLZ34444 Cowvisint
W ston, Security Admin STON321 Cowisint
i ston, Mel, STONSTG Covisint

g/,-

gg User Status Icons Defined:

¥ = Active Status (user account is active)

X = Rejected (user registration request was rejected)
fi = Permanently Removed (user account has been permanently
removed from the system)

& = Suspended (user account is suspended, and user cannot login until
the account is unsuspended)

2. Optionally, click on a User Name to view details of that user profile.

Result

You have successfully viewed users for your organization.
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Searching for Users in your Organization

Complete the following steps to search for users in your organization.

1. Click Search for Users in my Organization from the search drop down menu. The
Search for Users screen is displayed.

Covisint Connection and Administration *Home *Portal *Help *ContactUs *Logout

Home : My Profile : My Orgapfzaoon : S ch i I8 Show side nav

= Covizint

search for user

organization name ]

Basic Search for User
Search for users based on user profile information. Enter the criteria, check any filter options to refine your seach, and click the seach button.

* | required fields

Username: | |astname, firstname ¥ | begins with ¥ search tips
filter options:  filter options (EXCLUDE these from my results):
[] Active [] Pending [] Suspended
[] Permanently Removed [] Rejected [] Al divisions @
results per page: 50 v
seaich |

2. From the User Name drop box, select the search criteria regarding the user that you
wish to search:

last name, first name

phone number

user id

Qo o w

email address
3. Select either ‘begins with’ or ‘contains’.
4. Key in the search criteria in the open text box.

5. Optionally, narrow search results by enabling the checkbox of each filter you wish to
apply. This will exclude the checked item from the search results.

Active

Pending

Suspended

Permanently Removed

Rejected

-~ 0o o o0 T ®

All divisions
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6. Click Search. The Search results screen is displayed.

Covisint Connection and Administration » Home ¥ Portal » Help »ContactUs *Logout

Home : My Profile : My Organization : Search : 8 Show side nav

Covisink
search for user

organization name ]

search for user
The results of your search appear below. Click on a user name to view details. Scroll down to enter new search criteria or click help for Search Tips.
Status User Name User ID Job Title Organization Name

E Test, Teamroom TRTESTL Covisint

Fg‘ Test, Jane GOBLUEZDDE Covisint

W( test, rob ROB717TEST3 Cowvisint

F_/: test, John ROB71ISTESTUSERZ Covisint

¥ test, Bob GOBLUEZO03 Covisint

WK Test,Barb CIVISIONTEST Covisint 11

€ test, Jack JIEST 124 h Test Division

gﬁ User Status Icons Defined:

[ = Active Status (user account is active)

X = Rejected (user registration request was rejected)

fi = Permanently Removed (user account has been permanently
removed from the system)

& = Suspended (user account is suspended, and user cannot login until
the account is unsuspended)

Result

You have successfully searched for a user in your organization.
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Resetting a User’s Password

The following section describes the steps involved in resetting a user’s password. The steps

are similar to the steps a user would take if the user selected the Forgot my password link at the
login screen.

After locating the user account via view or search (described in a previous section), the Security
Administrator can reset the user’s password using the steps below.

You may notice a “Specify Password” link in addition to the Reset Password option.
The specify password process is less secure than the reset password process. It
does allow the user assigned the Security Administrator role the ability to know the
user’s entire password and thus could be exposed to risk / liability. It is
recommended that the Specify Password process be used only in exceptional
circumstances and not as a general practice. Standard operating procedures
should include resetting passwords and not specifying passwords.

1. Perform a User Search. Refer to the previous section entitled Searching for Users in
your Organization for details. The User Search result screen is displayed.

Cavisint Connection and Administration

» Home P Portal *Help » ContactUs * Logout

Home : My Profile : My Organization : Search

Il Show side nav
= Cowizint
search for user

organization name ]
search for user

The results of your search appear below, Click on a user name to view details. Scroll down to enter new search criteria or click help for Search Tips,

Status User Name User ID

TRAININGADMINLIZS

< #  Admin, Training TRAININGADMIN

Job Title Organization Name
Covisint Europe
Caovisint

Viewing1 - 2 of 2 Show | 50 & | per page

Basic Search for User
Search for users based on user profile information. Enter the criteria, check any fitter options to refine your seach, and click the seach button.
Basic Search for User

required fields

user name: userid ¥ | |beginswith | |{trainingad | search tips
filker options:  filter options (EXCLUDE these from my results):
[] Active [] Pending [J Suspended L
[] Permanently Removed [ Rejected [ All divisions @

results per page: 50 v

search

2. Click on the user name of the user for whom you searched. The View Profile screen is
displayed.

© 2008 Compuware Corporation: All Rights Reserved Confidential and Proprietary 5/27/2008
Page 22 of 96



CCA Security Administrator User Guide (v1.1)

Covisint Connection and Administration *Home FPortal *Help *ContactlUs ' Logout

Home : My Profile : My Organization : Search : Administration : I§ Show side nav

= Covigint
view profile for:Sprocket Admin

] Y - i = 5 1
view profile T view service packages
v edit user profile + reset user password > v specify user password
+ add service package + modify roles + view pending requests
+ view request history ' move user

Detailed pmflle.:n.for_rnaltion for this user 1D is listed below, If you are able to perform updates or actions on this account, the option links below will allow you to
perform the activity indicated.

Status [¥] Active

view details view delaids |
status options suspend user |

User Name Sprocket Admin User ID SPROCKETADMIN
Company fDivision Covisint Job Title
Address 1 25800 Northwestern Email Address sproket.admin@yahoo.com
Wireless Email
Address 2 e
Address 3 Phone Number 333-3333

City fRegion Southfield Mobile Phone

Number
State /Province MI Fax Number
Postal Code 48075 Language g, ;.
Preference
Country UNITED STATES Time Zone (GMT-05:00) Eastern Time (US & Canada)

3. Click reset user password. The Reset User Password screen is displayed.
4. Validate the user’s identity:
a. Read the “challenge question” to the user.

b. Ask the user for the answer to the question, and validate the answer to this
question. It must match the answer exactly as it appears on the screen.

5. Click Reset Password. The screen is refreshed, and the first half of the new password
is displayed.

Password Reset Successful

The password for Melanie SecurityAdminl has been successfully reset,

The first HALF of the randomnly generated &-character passward is:

2896

The second HALF of the password has been emailed to the registered email address mabston@covisint.com. All & characters are needed to lagon.

Please note that for legibility, the randomly generated password will be uppercase characters, and circular characters will always be the numeral zero, However, after
successfully logging in with the randomly-generated password, the user may select any combination of characters in upper and lower case to create their new

password.,
% return b user profils I
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6. Inform the user that you are going to provide the first half of the new password, and ask
the user to write down this information.

7. Remind the user that passwords are case-sensitive.

8. Instruct the user to obtain the second half of the new password from the user’s email
account.

9. Inform the user that after logging in with this newly created, temporary password, the
user is prompted / required to change the password.

Result

You have successfully reset a user’s password.
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Specifying a New Password

Security Administrators are able to specify a password for a user, only on an exception basis.
As a standard procedure, the user should reset a password via the Reset Password
functionality. However, when that is not possible, the Security Administrator can explicitly
state a new password to a user.

After locating the user account, the user assigned the Security Administrator role can specify
a new password for the user using the steps below

The specify password process is less secure than the reset password process.
It does allow the Security Administrator to know the user’s entire password and
thus could be exposed to risk / liability. It is recommended that the Specify
Password process be used only in exceptional circumstances and not as a
general practice. Standard operating procedures should include resetting
passwords and not specifying passwords.

1. Perform a User Search. Refer to the previous section entitled Searching for Users in
your Organization for details. The User Search result screen is displayed.

2.  From the search results, click on the name of the user for whom you wish to specify a
password. The User Profile screen is displayed.

Covisint Connection and Administration *Home *Portal *Help *ContactUs *Logout

Home : My Profile : My Organization : Search : B Show side nav

= Covisint

view profile for:Training User QE Quality Engineer

view profile ] view service packages

+ reset user password * wwm

Detailed profile information for this user ID is listed balow. If you are able to parform updates or actions on this account, the option links below will allow you to
perform the activity indicated.

Status [ Active

User Mame Training User QE Quality Engineer User ID TRAININGUSER
Company fDivision Covisint Job Title
Address 1 25800 Northwestern Email Address quality.engineer@yahoo.com
Wireless Email
Address 2 A drre
Address 3 Phone Number 313-555-1212
s Mobile Phone
CityfRegion Southfield bR
State fProvince MI Fax Number
Language
Postal Code 48075 Proforence English
Country UNITED STATES Time Zone (GMT-05:00) Eastern Time (US & Canada)

3.  Click specify user password. The Specify User Password screen is displayed.
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Specify User Password

A 'password specify’ should only be used in exceptional situations, Password reset is always the preferred method. ml

o step one:
Read the challenge question to the user via phone to confirm the user's identity,

@ step two:

Wait for the answer. If the question is answered correctly, you may continue by entering a new password and clicking on the submit password change button.

Please enter a new password for the userid TRAININGUSER, The password must be at least & characters in length and should be simple to communicate to the user h
over the phone.

Please notify the user that they will be forced to change this password the first time they logon.

change password

* = pequired fields

Challenge Question:  frarm what High Schoaol did you graduate?
Challenge Answer; Ridgemant High Schaoal

*MNew Password: @ show password rules

*Mew Password:

*Reason:

submit password change I retuin o user piohls |

4.  Validate the user’s identity by prompting the user for the answer to the security question.

5. Inthe first New password open text field, key in a new password for this user. This
password must adhere to the existing password rules, and should be simple to
communicate to the user over the phone.

6. Inthe second new password open text field, key in the newly created password for this
user.

7.  State the password to the user and inform the user to write down this new, temporary
password. Also inform users that they are forced to change this temporary password
upon the next login.

8.  Click submit password change.

Result

You have successfully specified a user’s password.
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Editing a User’s Profile

Users are able and expected to manage their own profiles. However, the Security
Administrator is able to update user’s profiles as needed. Complete the following steps
to edit a user’s profile (user must belong to your organization).

1. Perform a User Search. Refer to the previous section entitled Searching for
Users in your Organization for details. The User Search result screen is
displayed.

Covisint Connection and Administration » Home » Portal »Help » ContactUs * Logout

Home : My Profile : My Organization : Search : 1§ Show side nav
= Cowizint

search for user

organization name |

search for user
The results of your ssarch appear below, Click on a user name to view details. Scroll down to enter new search criteria or click help for Search Tips,

Status User Name User ID Job Title Organization Name
TRAININGADMINLZS Covisint Europe
< |7’ Admin, Training TRAININGADMIN Covisink
Viewing 1 - 2 of 2 Show (50 | perpage

Basic Search for User
Search for users based on user profile information. Enter the criteria, check any filter options to refine your seach, and click the seach button.

Basic Search for User

* | required fields

user name: userid v |  beginswith ¥ [rainingad | search tips
filker options:  filter options (EXCLUDE these from my results):
[] Active [] Pending [J Suspended L
[] Permanently Removed [ Rejected [ Al divisions @

results per page: 50 v

search
—_

2. Click on the user name of the user for whom you searched. (This example uses
a user named Admin, Training) The View Profile screen is displayed.
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Covisint Connection and Administration

Home My Profile

My Organization Search Administration

*Home FPortal PHelp *ContactUs ' Logout

I§ Show side nav

view profile for:Sprocket Admin

= Covisint

1

view profile

view service packages

+ edit user profile

I

t reset user password

User Name
Company fDivision
Address 1

Address 2
Address 3
City fRegion
State fProvince
Postal Code

Country

© 2008 Compuware Corporation:

Status [¥] Active

view details view delais |
status options susperd uzes |

User ID
Job Title

Sprocket Admin
Covisint

25800 Northwestern Email Address
Wireless Email

Address

Phone Mumber

- Mobile Phone
Southfield NEraEeE
M1 Fax Number
Language

4g0z8 Preference
UMNITED STATES Time Zone

All Rights Reserved Confidential and Proprietary
Page 28 of 96

* wiew pending requests

Detailed profile information for this user 10 is listed below. If you are able to perform updates or actions on this account, the option links below will allow you to
perform the activity indicated.

SPROCKETADMIN

sproketadmin@yahoa.can

333-3333

English

{GMT-05:00) Eastern Time (US & Canada)

Click edit user profile. The Edit User Profile screen is displayed.

5/27/2008
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*

Status:
User ID:

Company/Division Name:

Prefix:

*First Name:

Middle Narne:

*Last Name:

Job Title:

*Address 1:

Address 2:

Address 3:
*City/Region:
*State /Province:
*Postal Code:
*Country:

*Phone Number:
Mabile Phone Humber:
Fax Number:

*Email Address:
Wireless Email Address:
*Time Zone:

*Language Preference:

= required fields
[V Active
TRAININGADMIN

Covisint

Please keep the User Profile current. Fields marked with an asterisk (*) are required. Click Save Changes when finished,

user information

{Mr., Mrs., Ms., Miss)

Training

Admin

20921 Lahser Rd

Southfield

MI
48034

UMNITED STATES b

A

|opai - . .
'training.admin@covisint.com

®@

(GMT-05:00) Eastern Time (US & Canada)
English v

save changes

undo changes I

cancel |

4. Edit the profile for the user selected as you wish. Required fields must be
populated in order to apply the changes to this profile.

5. Click save changes.

Result

You have successfully edited a user’s profile. The user will receive an email notification
stating that their profile has been modified by the administrator.
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Modifying a User’s Role

Complete the following steps to modify a user’s role. _(Refer to Figure 1 for role

definitions).

1. Perform a User Search. Refer to the previous section entitled Searching for
Users in your Organization for details. The User Search result screen is
displayed.

2. Click on the user name of the user for whom you searched. The View Profile
screen is displayed.

Home : My Profile : My Organization : Search : Administration : Reports : I8 Show side nav

- Covisint
view profile for:Sprocket Admin

view profile ' view service packages

» edit user profile ' reset user password » specify user password

+ add service package i » view pending requests
* view request history w

Detailed profile information for this user ID is listed below. If you are able to perform updates or actions on this account, the option links below will allow you to
perform the activity indicated.

Status [V Active
view details view details
status options suspend user

user profile

User Name Sprocket Admin User ID SPROCKETADMIN
Company fDivision Cowvisint Job Title
Address 1 25800 Northwestern Email Address sproketadmin@couisint.com
wireless Email
Address 2 TERE
Address 3 Phone Number 333-3333
. - 3 Mobile Phone
City /Region Southfield TR
State/Province MI Fax Number
Language "
Postal Code 48075 PEaferEnEs English
Country UNITED STATES Time Zone (GMT-05:00) Eastern Time (US & Canada)

Role Name Description date granted
no role is found

3. Click modify roles. The Modify Roles Granted to User screen is displayed.
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Maodify roles granted to the selected user

User Hame
User ID
Dirganization Name

Select Role Mame

] Company Service
Administrater

Sedurily
0 Administrater

Service
O Administratar

User Aedunt
& Administrator

Click submit.

Sprocket Admin
SPROCKETADHIN

Govepint

Bole Description

Allgwes User to Reset Passmord, no ether major sdmin functions

Cempany Admemstrabor for selected servicns only

Administrator for sn Organization’s Ussrs

Ceenpany Delegated Serace Administrator Bole

The User Account Administrator can approwe and reject Hew
Usde aceount sequests, bub eansst grant anp sarvice packages 1
sers vis this role. The User 1D Administrator can also resst
pter patiwerds snd putpand or inacEivate shy user in the
arganization

wubmit | ursdo charges |

Faourity Adman Kbiton - Covirint

Check & Usthadk Roled &1 Aesaiiary to modidy the granti for Bed Uier. Chek Subsimdt wies hniked. To dear sy dhanged, chik Undo Changes.

Reiet Password
Wit Hieranchy
Specfy Uier Paidwmord

Seognty Admin - Grant Dresien Package

Secunty Admin - Grant User Package

Seowity Admin - Suspend Peckags from Division
Secunty Admin « Permananty Rermove Drvmion Package
Secunty Admin - Permanentdy Remove User Package
Soogrty Admin - Baguert Package Fer Divigion

Zecunty Admin - View User Reports

Parmanently Ramove Liger

[

Suspend Divisian

Suspend User

Suspend Service From Division

Edet UaF

Edit Organization

Roset Pagiword

Onvite Lsers

Wiew Hisrsrchy

Speafy Lier Paidword

Administer Packages granted to my Qrg

Socanty Admin - Grant Dakien Package
Secunty Admin - Grant User Package

Secwrty Admin - Suspend Peckage from Divizion
Seounty AARIN « Permanantly Remove Dredion Package
Seoenty ddmin - PFermanentiy Remove User Fackage
Secanty Admin - Approve Uier

Secunty Admin - Approve Division

Secwnty Admin - Bagueert Packasge For Divigion
Seounty LAMIN « Wew USer Repors

Grark Al Sherable Roles

Grank

Administer A1 Company Oweed Packages

S0 Grant Orgameaban Package

S0 Suspend Fackage From Organization

S0 Suspend Package From Divigion

S0 PFermanently Remove Package From Organszation
£ Permanantly Remaove Package From Divisian

S0 Permanentdy Remove Package From User

Permanently Remove User
Suspend Usar

Edet Uar

Resat Password

Anwite Users

Secunty Admin - Approve User

redan 10 upes proble |

Click OK to confirm.

Enable the checkbox of each role you wish to grant to the user.

Result

You have successfully modified a user’s role. The user will receive an email notification
stating that the role has been modified by the administrator.
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Moving a User

Complete the following steps if you wish to move a user to a different division so that
they can be managed by a different administrator.

In order to move a user, you must be the administrator at or above the current
and target organizations / divisions involved in the move.

1. Perform a User Search. Refer to the previous section entitled Searching for
Users in your Organization for details. The User Search result screen is
displayed.

2. Click on the user name of the user for whom you searched. The View Profile
screen is displayed.

Home : My Profile ! My Organization : Search : Administration : Reports : I show side nav

= Covisint
view profile for:Sprocket Admin

view profile ' view service packages
+ edit user profile ¢ reset user password + specify user password
» add service package ool e » view pending requests

* view request history

Detailed profile infarmation for this user 1D is listed belove. If you are able to perform updates or actions on this account, the option links below will allaw you to
perform the activity indicated.

status [V Active
view details view details
status options suspend user

User Name Sprocket Admin User ID SPROCKETADMIN
Company /Division Covisint Job Title
Address 1 25800 Northwestern Email Address sproketadmin@covisintcom
Address 2 wireless Email
Address
Address 3 Phone Number 333-3333
- - . Mobile Phone
City /Region Southfield e
State/Province MI Fax Number
Language :
Postal Code 48075 PESEraRER English
Country UNITED STATES Time Zone (GMT-05:00) Eastern Time (US & Canada)

Role Name Description date granted
no role is found

3. Click move user. The Move User screen is displayed.
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Home : My Profile : My Organization : Search : Administration : Reports : I8 Show side nay

Secutity Admin Abston - Caowisint
move user > Sprocket Admin

Select the target organization to move this user into,

available target organizations

o A Materials Co.
123 Main St., Toledo, OH 12345

AA Materials Co.
124 Main St., Toledo, OH 12345

AAA Materials Co.
150 Main St., Toledo, OH 12345

BB Materials Co.
125 Main St., Toledo, OH 12345

BBB Materials Co.
151 Main St., Toledo, OH 12345

CC Materials Co.
126 Main St., Toledo, OH 12345

c|ojO0|0O|0O

o) CCC Materials Co.
152 Main St., Toledo, OH 12345

Viewing 1 - 50 of 93 page: mz next » Show |50 % per page

continue cancel

4. Enable the radio button of the target for this user.

5. Click continue.

In the event that this user currently has access to grants that the target organization
does not have, then moving this user will auto-grant the additional service packages
to the target organization. If this is the case, and you are satisfied, click continue. The
following is an example of the screen warning:

move user > Sprocket Admin

Please read the following warnings carefully before continuing.

grants that the target organization does not have

This user currently has access to grants that the target organization does not have:
® Covisint Connect

L Warning! Moving this user grants these service packages to the target organization.

continue cancel

6. Click OK to confirm.

Result

You have successfully moved a user. The user will receive an email notification stating this
move/
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Granting a Service Package or Sub-Package to a User in your Organization

Packages are grantable groups of one or more applications. Some Service Packages
contain Sub-Packages. Sub-packages are designed such that the parent package must
be granted before the sub-packages become available.

gf% Service Package — a grantable container that contains at least one application or
S tool accessed via Covisint portal. Some Service Packages contain sub-packages.

?g/ Sub-package — a grantable container that contains at least one sub-service
S % application. The sub-package requires that the parent package be granted first.
For example, Covisint provides an application called Content Management.

- Customer A has purchased from Covisint a version of Content Management
customized with Customer A’s logo.

- Customer B has purchased from Covisint a version of Content Management
customized with Customer B’s logo.

- Customer C has purchased from Covisint a version of Content
Management customized with Customer C’s logo.

Users must be approved access to the Service Package called “Content
Management”, and then must request access to the sub-package for the
appropriate ‘customer version’ of the Content Management Application. Therefore,
the user would perform the following process to gain access to a ‘customer version’
of the application:

1. request access to service package Content Management Service
Package.

2.  receive approval for service package Content Management Service
Package.

request access to sub-package “Customer-C Content Management”

receive approval for sub-package “Customer-C Content Management”

Complete the following steps to grant service packages to users in your organization.

@ You are only able to grant service package(s) to which your organization has
access.

1. Perform a User Search. Refer to the previous section entitled Searching for
Users in your Organization for details. The User Search result screen is
displayed.
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Covisint Connection and Administration *Home *Portal *Help *ContactUs * Logout

Home : My Profile : My Organization : Search Il Show side nav

= Covisint
search for user

orga ni'z nti_an name ]

search for user

The results of your search appear below. Click on a user name to view details. Scroll down to enter new search criteria or click help for Search Tips,

Status User Name User ID Job Title Organization Name
K Abba, Queen TRAININGADMINIZS Covyisint Europe
@_( Admin, Training TRAININGADMIN Covisint
1
Viewing1 -2 of 2 Show |50 | per page

Basic Search for User
Search for users based on user profile information. Enter the criteria, check any filter options to refine your seach, and click the seach button.

Basic Search for User

* | required fields

user name: userid % | | beginswith % |rainingad | search tips
filter options:  filter options (EXCLUDE these from my results):
[] Active [] Pending [J Suspended L
[] Permanently Removed [] Rejected [] Al divisions @

results per page: 50 v

seaich

2. Click on the user name of the user for whom you searched. (This example uses
a user named Admin, Training) The View Profile screen is displayed.

Covisint Connection and Administration *Home ! Portal *Help »ContactUs *Logout

Home : My Profile : My Organization : zarch : Administration : Reports : I8 Show side nav

= Covisint.
view profile for:Training Admin

wview profile '[ view service packages

+ view pending requests + view request history

ey on tor this user ID is listed below. If you are able to perform updates or actions on this account, the option links below will allow you to
perform the activity indicated.

Status [V Active

User Name Training Admin User ID TRAININGADMIN
Company /Division Covisint Job Title ) )
Address 1 20921 Lahser Rd Email Address training.admin@covisint.com
Wireless Email
Address 2 P
Address 3 Phone NMumber NA
i > Mobile Phone
City fRegion Southfield Nomber
State /Province MI Fax Number
Language
Postal Code 48034 PEatetince English
Country UNITED STATES Time Zone (GMT-05:00) Eastern Time {US & Canada) F

3. Click add service package. A list of all Services Packages to which your
organization has access.
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Covisint Connection and Administration tHome *Portal *Help »ContactUs * Logout

Home ! My Profile ! My Organization ! Search ! Administration ! Reports

@ Show side nav

- Covisint

add service package: Training Admin steps: {06

The service packages available to grant to Training Admin are listed below, These packages are organized by category,

If you wish to grant a service package, simply click the "add” button next to the appropriate package. For more information about a service package, simply click on
the “more info" link.

Partner Portals
Users may also be granted access to Covisint's Partner Supplier Portals and their sub-packages from this page. If your organization subscribes to one of the partner

portals, you may assign sub-packages by clicking on the 'sub-packages' button under the ‘key portals® sub-heading.

service packages

(5 Jd oy maore info
Content Management Applications
Content Management ¥ more info
Quality
Problem Solver (53 0 more info
Add :P!j‘c.lfcd. = ] cancel f

4. Enable the checkbox of each service package you wish to grant to this user.

5. Click Add checked...

Some sub-packages may require additional Site Codes. Sub-packages that require
additional Site Codes are denoted with the barcode icon. To request site codes,
which may be associated with certain service packages or sub-packages, click on
the sub-package name to view the details. Click View Current Site Codes to view
the codes currently associated with this sub-package or click Request Site Code to
request access to additional codes. Once you have requested access to site codes,
your request will be routed to your administrator for approval.

6. Click continue

7. Click submit.

Result

You have successfully granted service package(s) to a user in your organization.
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Removing a Service Package from a User in your Organization

Complete the following steps to remove service package(s) from users in your
organization.

1. Perform a User Search. Refer to the previous section entitled Searching for

Users in your Organization for details. The User Search result screen is
displayed.

Covisint Connection and Administration

*Home *Portal *Help *ContactUs

» Logout
Home : My Profile : My Organization : Search ! I Show side nav
= Covigint
search for user

organization name
search for user

1

The results of your search appear below. Click on a user name to view details. Scroll down to enter new search criteria or click help for Search Tips.

Status User Name User 1D Job Title
*  Admin, Training

Organization Name
TRAININGADMINLIZS
Viewing 1 - 2 of 2

Covisint Europe

TRAININGADMIN Caovisint

show |50 v | per page
Basic Search for User

Search for users based on user profile information. Enter the criteria, check any filter options to refine your seach, and click the seach button.

Basic Search for User

required fields
user name:

user id v | |beginswith | [trainingad | search tips
filter options:  filter options (EXCLUDE these from my results):
[] Active [] Pending [] Suspended L]
[] Permanently Removed [] Rejected [] Al divisions @
results per page: 50 v
seaich

Click on the user name of the user for whom you searched. The View Profile
screen is displayed.

Covisint Connection and Administration » Home » Portal rHelp »ContactUs » Logout

Home : My Profile : My Organization : Search Administration

: Reports :

Il Show side nav
- Covisint
view service packages for: Training Admin

view profile

» add service package » view pending requests . S |I I

The service packages currently granted to this user 1D are listed below. The service packages are organized by Category.

Click on a Service Package Name to view details about the service package Administrators may elick on a service package name to rermove the service package
access from this user ID.

&, = uses site codes
service package name home location code more info  status

status for organization date granted/fupdated
Covisint Supplied Services
Covisint Teamroom

more info Eduws E Active

2007.01.10 EST
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3. Click view service packages tab. A list of all Services Packages assigned to
this user is displayed.

Covisint Connection and Administration

*Home *Portal *Help »ContactUs *Logoot

Home : My Profile : My Organization : Search : Administration : Reports : I Show side nav
Covisint
view service packages for: Jane Doe
view profile | view service packages
* add service package ¢ view pending requests ¢ view request history

The service packages currently granted to this user ID are listed below. The service packages are organized by Category.
Click on a Service Package Name to view details about the service package Administrators may click on a service package name to remove the service package
access from this user 1D.

&, = uses site codes
home location code more info status  status for organization date grantedfupdated

service package name

more info [ active [ Active 2006.10.18 EDT

Content Management Applications

Content Management

more info [V active [V Active 2004.05.07 EDT

4. Click on the name of the service package you wish to remove from this user.
The Service Package Details screen is displayed.

Covisint Connection and Administration

»Home *Portal »Help *ContactUs *Logout

Home : My Profile : My Organization : Search : Administration : Reports : @ Show side nav
Service Admin = Covisint
Secure File Exchange Administration (Covisint Owned) details for: Jane Doe
The following shows all details about the service pack Secure File Exch drninistration (Covisint Owned), which is currently granted to this User 1D.The
status of the package can be active or ded. If a pach is ded, it is ible to this User 1D,
+ view user profile * wiew user service package list

service package status
status [ Active

Nlmaneng temove service package |

service package information
description Secure File Exchange Administration {Covisint Owned)

services included within Secure File Exchange Administration (Covisint Owned)
A Service Package may consist of one or many services, The services included in this Service Package are listed below,

Covisint Supplied Services
Secure File Exchange Administration

maore info

5. Click permanently remove service package. The Enter Removal Reason
screen is displayed.
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Covisint Connection and Administration »Home ! Portal FHelp »ContactUs *Logout

Home : My Profile : My Organization : Search : Administration : Reports : IE Show side nav

Service Admin abston - Couisint

Permanently Remove User Access > Enter Removal Reason

rou have selected to remove Melanie Abston 's access to the following service/sub-service package(s). & removal reason must be entered before submitting. Enter
a remaoval reason in the box(es) below. This reason will be logged.

* prequired fields

servicefsub-service package name removal reason®

Secure File Exchange Administration {Covisint
Owned)

Check this box to generate an email to the user notifying thern of the status change
A

conlinue cancel

6. In the removal reason open text box, key in the reason for removing the service
package from the user. (The text you enter in this box becomes part of this
user's permanent record, and is viewable by all Security Administrators in your
company).

7. Optionally, enable the checkbox if you wish to send an auto-generated email to
the user, informing the user of the removal of the service package. The text you
entered in step 6 will be included in the email.

8. Click continue. The Removal Confirmation Screen is displayed.

Result

You have successfully removed service package(s) from a user in your organization. If you
wish to remove additional packages for this user, click view user service package list from
the confirmation screen, and repeat steps 4 — 8 above.
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Suspending a User’s Account

A suspended account is one whose package grants, roles, etc., remain in tact, but the
user is unable to login. For example, organizations may suspend an account of users
that are going on extended leave of absence and will not need to login to their accounts.
A suspension reason is required and is logged upon completion, and is viewable by

Security Administrators in the organization. Complete the following steps to suspend a
user’s account

If you are required to suspend users in bulk, proceed to the section entitled performing
user audits.

iﬁl// Suspended account: A suspended account is one whose package grants,
SIS ﬁ roles, etc., remain in tact, but the user is unable to login.

1. Perform a User Search. Refer to the previous section entitled Searching for

Users in your Organization for details. The User Search result screen is
displayed.

Covisint Connection and Administration »Home »Portal »Help »ContactUs * Logout

Home : My Profile : My Organization : Search !

I Show side nav

= Covigint
search for user

organization name ]
search for user

The results of your search appear below. Click on a user name to view details. Scroll down to enter new search criteria or click help for Search Tips.

Status User Name User ID Job Title Organization Name

TRAININGADMINIZ3 Covisint Europe
< [  Admin, Training TRAININGADMIN

Covisint
Viewing 1 - 2 of 2 Show |50 % 'ner page
Basic Search for User

Search for users based on user profile information. Enter the criteria, check any filter options to refine your seach, and click the seach button.

Basic Search for User

required fields

user name: | yearid v | | beginswith ¥ |rainingad

search tips
filter options:  filter options (EXCLUDE these from my results):
[ Active [] Pending [] Suspended L]
[] Permanently Removed [] Rejected [] Al divisions @

results per page: 50

seaich

2. Click on the user name of the user for whom you searched. (This example uses
a user named Admin, Training) The View Profile screen is displayed.

© 2008 Compuware Corporation: All Rights Reserved Confidential and Proprietary

5/27/2008
Page 40 of 96



CCA Security Administrator User Guide (v1.1)

Covisint Connection and Administration »Home »Portal »Help »ContactUs » Logout

Home : My Profile : My Organization : Search : Administration :

view profile for: Sprocket Admin

view profile T

view service packages

@ Show side nav

= Covisint

—

+ edit user profile ¢ reset user password
* move user

perform the activity indicated.

Status [V Active

view details \igw delals |
—

us options suspend uset |

+ view pending requests

Detailed profile m!crmation for this user 1D is listed below. If you are able to perform updates or actions on this account, the option links below will allow you to

User Name Sprocket Admin User ID SPROCKETADMIN
Company fDivision Covisint Job Title
Address 1 256800 Northwestern Email Address sproket.admin@covisint.com
Wireless Email
Address 2 N ddrEaa
Address 3 Phone Number 333-3333
= 3 Mobile Phone
City fRegion Southfield Number
State /Province MI Fax Mumber
Postal Code 48075 ALaNgUAGE grgich
reference
Country UNITED STATES Time Zone {(GMT-05:00) Eastern Time (US & Canada)

3. Click suspend user. The Suspend User screen is displayed.

Home My Profile : My Organization : Search : Administration : I Show side nav
- Couisint
Confirm Suspension of Training Admin
Wou have selected to suspend Training Admin. Suspending a user prevents the user from logging on until the suspansion is lifted,
This will lock out the user. Are you sure you wish to suspend Training Admin?
* raquired fields

suspension reason

* Enter a suspension reason in the box below. This reason will be logged.

I

yes. suspend uzer | no. cancal the suspenson

4. Key in the reason for suspending the user account in the open text box.

5. Click yes, suspend user.

Result

You have successfully suspended a user’s account. The user will receive an email notification
of the suspension, and is no longer able to login to the portal.
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Unsuspending a Suspended User Account

Complete the following steps to reverse the suspension on a user account.

1. Perform a User Search. Refer to the previous section entitled Searching for
Users in your Organization for details. The User Search result screen is
displayed.

Covisint Connection and Administration

Home : My Profile :

*Home *Portal *Help *ContactUs

* Logout
My Organization : Search @ I Show side nav
= Covigint
search for user
organization name ]
search for user

The results of your search appear below. Click on a user name to view details. Scroll down to enter new search criteria or click help for Search Tips.

Status User Name User 1D

Job Title Organization Name
TRAININGADMINIZ3
< Ff Admin, Training

Covisint Europe
TRAININGADMIN

Covisint
Viewing 1 - 2 of 2

show |50 v | per page
Basic Search for User

Search for users based on user profile information. Enter the criteria, check any filter options to refine your seach, and click the seach button.

Basic Search for User
* | required fields

user name:

user id bt

begins with v | |rainingad | search tips
filter options:  filter options (EXCLUDE these from my results):
[] Active [] Pending [] Suspended
[] Permanently Removed [] Rejected [] Al divisions @
results per page: 50 v

seaich

2. Click on the user name of the user for whom you searched. (This example uses
a user named Admin, Training) The View Profile screen is displayed.
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Home : My Profile : My Organization : Search : Administration : I8 Show side nav
- Covisint

view profile for:Training Admin

view profile T view service packages

+ view pending requests

Detailed profile inforrmation for this user 1D is listed below. If you are able to perform updates or actions on this account, the option links below will allow you to
perform the activity indicated.

Status () Suspended

view details

statuoptions unsuzpend user |

status options

DETMANETAlY [emove Lsel

User Name Training Admin User ID TRAININGADMIN
Company/Division Covisint Job Title
Address 1 121 Lahser Rd Email Address training.admin@covizint.com
Wireless Email
Address 2 diress
Address 3 Phone Number NA

City fRegion Southfield Mobile Phone

Number
State /Province MI Fax Number
Language
Postal Code 48034 e REREa, English
Country UNITED STATES Time Zone (GMT-05:00) Eastern Time (US & Canada)

3. Click unsuspend user. The Confirm Activation of User screen is displayed.

Home : My Profile : My Organization : Search ! Administration § Il Show side nav

= Covigint
Confirm Activation of Training Admin

‘ou have selected to activate Training Admin, Activating & user allows the user to login.
This will unlock the user. Are you sure you wish to activate Training Admin?

* required Falds
activation reason
* Enter an activation reason in the box below. This reason will be logged.

yes. activate user o, cancel the activation |

4. Key in the reason for activating the user account in the open text box.

5. Click yes, activate user.

Result

You have successfully unsuspended a user account. The user will receive an email
notification of the status change, and is now able to login to the portal.
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Permanently Removing (Terminating) a User Account

The act of permanently removing a user is permanent (cannot be undone) and forever
restricts the user account from being used. Users that are permanently removed will
lose all roles, all service packages, and will never be able to login to that account.

You are not able to terminate a user if that user is the only person assigned the
& Security Administrator role. You must first modify the role of another user and assign
the Security Administrator role.
If the user you wish to terminate is the sole Security Administrator and sole user, and
there are no other users in that company, you will not be able to terminate the user.
You will instead terminate the company. Only the Security Administrator for your
organization can terminate a company.

to the section entitled Suspending a User Account for details.

@ Only suspended user accounts may be removed from the CCA system. Refer

Permanently Removed User Account: A user account that can never be
used to login. Typically, the permanently remove function is used when a
user leaves the company and is not expected to return.

A removal reason is required and is manually entered. The termination reason becomes
part of the user’s permanent record, and is viewable by other Security Administrators for
that company.

Complete the following steps to permanently remove a user’s account.

1. Perform a User Search. Refer to the previous section entitled Searching for
Users in your Organization for details. The User Search result screen is
displayed.
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Home : My Profile ! My Organization : Search @ Ad : I8 Show side nav

- Covigint
search for user

organization name ]

search for user
The results of your search appear below. Click on a user name to view details. Scroll down to enter new search criteria or click help for Search Tips,

search results

s User Name User ID Job Title Organization Name

TRAININGADMIN Cavisint

&  Admin, Training

Show | 50 v:perpage

Basic Search for User
Search for users based on user profile information. Enter the criteria, check any filter options to refine your seach, and click the seach button,

Basic Search for User

* | required fields

bty :Iastname, first name v: :begins with | admin. tr | search tips
filter options:  filter options (EXCLUDE these from my results):
[] Active [C] Pending [] Suspended
[ Permanently Removed [] Rejected [ All divisions (2)
results per page: [5p v

search

2. Click on the user name of the user for whom you searched. (This example uses
a user named Admin, Training) The View Profile screen is displayed.

Home : My Profile @ My ion i : L : I Show side nav

- Covizink
view profile for:Training Admin

wview profile T view service packages N

* view pending requests

Detailed profile information for this user ID is listed below. If you are able to perform wpdates or actions on this account, the option links below will allow you to
perform the activity indicated.

user status

Status (9 Suspended

view details wigi detads I

status optio 2

tatus options pemanently remove user I

User Name Training Admin User ID TRAININGADMIN
Company fDivision Covisint Job Title
Address 1 921 Lahser Rd Email Address training.admin@covisint.com
Wireless Email
Address 2 Address
Address 3 Phone Number NA

City/Region Southfield Mabile Phone

Number
State /Province MI Fax Mumber
Language
Postal Code 48034 e English
Country UNITED STATES Time Zone (GMT-05:00) Eastern Time (US & Canada)

3. Click permanently remove user. The Confirm Permanent Removal of User
screen is displayed.
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Confirm Permanent Remaval of Training Admin

rou have selected to permanently remove Training Admin. This will eliminate all Covisint access, This user will need to re-register in order to lagon in the future,
This will remaove the user. Are you sure vou wish to permanently remaove Training Admin?

permanent removal reason

*# required fields
* Enter an removal reason in the box below. This reason will be logged.

[ eheck this box to generate an ermnail to the user notifying them of the status change

yes, permanently remove user no, cancel the permanent remaneal

4. Key in the reason for removing the user account in the open text box.

Recall that the act of termination is permanent (cannot be undone) and forever
restricts the user from logging in to the account.

5. Click yes, permanently remove user.

Result

You have successfully removed the user account from the CCA system. The user is not able
to login to the portal, and can not be reactivated.
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Viewing a User’s Pending Requests

Administrators receive email alerts when a new request is submitted. Within the email is
a link that takes the Administrator straight to the pending request screen. Alternately,
Administrators may complete the following steps to view a user’s pending request.

1. Perform a User Search. Refer to the previous section entitled Searching for

Users in your Organization for details. The User Search result screen is
displayed.

Covisint Connection and Administration

FHome F*Portal PHelp »ContactUs »Logout

Home : My Profile @ My Organization ! Search

i Administration : Reports @

IE Show side nav
search for user

Service Admin abston - Covisint

organization name
search for user

l

The results of your search appear below. Click on a user name to view details. Scroll down to enter new search criteria or click help for Search Tips.

Status User Name User ID

Job Title Drganization Name
M Admin, TrEining TRAININGADMIN Covisint
Wiewing 1 -1 of 1 Shuwuer page
Basic Search for User

Search for users based on user profile information. Enter the criteria, check anv filter options to refine your seach, and click the seach button.

Basic Search for User
-

required fields

WEEF mEma ‘ last narne, first name V| | begins with V‘ |admin, training | search tips
filter options:  filter options (EXCLUDE these from my results):
[] Active [] Pending [] Suspended
[] Permanently Removed [] Rejected [ &l divisions ®
results per page: 50 W o
search

Click on the user name of the user for whom you searched. (This example uses
a user named Admin, Training). The View Profile screen is displayed.
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Covisint Connection and Administration

*Home *Portal *Help P ContactUs *Logout

Home : My Profile ! My Organization : Search ! Administration : Reports @

I8 show side nav

Service Admin

= Covisint
view proﬂle far:Training Admin

view profile

view service packages

Detailed profile information for this user 1D is listed below. If you are able to perform updates or actions on this account, the option links below will allow you to
perform the activity indicated.

» view pending requests » view request history

Status [V Active

User Mame Training Admin User ID TRAININGADMIN

Company fDivision Cowvisint Job Title

Address 1 921 Lahser Rd Email Address training.admin@covisint.com
Address 2 Wireless Email

ddress
Address 3

Phone Number NA

City fRegion Southfield Mobile Phone

Number
State/Province MI Fax Number

Postal Cade 48034 Language g .y,
Preference

Country UNITED STATES Time Zone (GMT-05:00) Eastern Time {US & Canada)

Click view pending requests. A list of all pending service package requests is
displayed.

My Profile : My Organization @ Search : Administration

: Reports :

Il Show side nav

Service Admin = Covisint
View Pending Requests for: TRAINING ADMIN

The following requests are currently pending approval. The appropriate administrators were notified by ermail at the time of submission.

pending requests
request type

request Date Submitted
Request for User Access to a Service Library Services - GSS 2007.01.10 EST

Request for User Access to a Service Covisint Teamroom 2007.01.10 EST

return to user profile

Result

You have successfully viewed pending service package requests for a user in your

organization.

in the request type column.

If you wish to approve the request from this screen, click on the request name

Click here to view work steps for approving pending requests.
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Viewing a User’s Request History

Complete the following steps to view a user’s request history.

1. Perform a User Search. Refer to the previous section entitled Searching for
Users in your Organization for details. The User Search result screen is

displayed.

Covisint Connection and Administration FHome »Portal »Help »ContactUs »*Logout

Reports IE Show side nav

Home : My Profile @ My Organization @ Search : Administration @

Service Adrmin abstan - Covisint

search for user

organization name ]

search for user
The results of your search appear below. Click on a user name to view details, Scroll down to enter new search criteria or click help for Search Tips.

search results

Status User Name User ID Job Title Drganization Name
Covisint

M Admin, TrEining TRAIMINGADMIMN
Show per page

Wiewing 1 -1 of 1

Basic Search for User
Search for users based on user profile information. Enter the criteria, check any filker options to refine your seach, and click the seach buttan,

Basic Search for User

* | required fields

USEr Name: ‘ last name. first name V| | begins with V‘ |admin, training | search tips
filter options:  filter options (EXCLUDE these from my results):
[ Active [] Pending [ Suspended
[] Permanently Removed [] Rejectad [] All divisions @
results per page: 50 v . |

search

2. Click on the user name of the user for whom you searched. (This example uses
a user named Admin, Training) The View Profile screen is displayed.

IE Show side nav

Home : My Profile : My Organization : Search : Administration : Reporis :

Sarvice Admin = Covisint

view profile for: TRAINING ADMIN

view profile T view service packages

+ add service package + view pending requests < » view request history >

Detailed profile information for this user ID is listed below, If you are able to perform updates or actions on this account, the option links below will allow you to
perform the activity indicated.

Status [V Active

user profile

User Name &dmin, Training User ID trainingadmin

Company/Division Covisint Job Title
Address 1 1 Campus Martius Email Address training.admin@covisint.com
Wireless Email
Address 2 Address
Address 3 Phone Number 313.227.7300
- - . Mobile Phone
CityfRegion Detroit emEer
State /Province MI Fax Number
Postal Code 48226 Language o).,
Preference

Country UNITED STATES Time Zone (GMT-05:00) Eastern Time (US & Canada)

3. Click view request history. A list of all requests submitted by this user is listed.
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The history screen displays the following information:
= Type of request

= Date of request

= Service package requested

= Site code(s) requested (if applicable)
= Approval status

= Name of the deciding Administrator
= Date of decision

Covisint Connection and Administration FHome *Portal *Help * Contact Us * Logout
Home : My Profile ! My Organization ! Search ! Administration ! Reports : Il show side nav
Saryice Admin - Covisint
Request History for: TRAINING ADMIN
The fallowing table contains all requests excluding those still pending a decision. Click on the request type to view details of a request.
request history
request type request datel package site codes approved evaluator decision date
Request for User 3
Ac::le ge 2003.12.15 EST Covisint (required) M yes 1D0OE 2004.01.05 EST
Request for User -
Access to a Service 2006.10.16 EDT Covisint Time Tracker L,\l{res JDOE 2006.10.16 EDT
Request for User JDOE
Access to a Service <HLovEel Content Management -WJ{ yas 2007.01:00 B5T
Request for User 544 01 104 p5T Covisint Web Connect ¥ yes IDoE 2007.01.05 EST
—
< Wﬂ T 2007 10 EST Covisint Teamroom * ro Service Admin 2007.01.10 EST
ey back to user profile

4. If you wish to view additional details for an item, click on that item name in the
‘request type column.

From this screen, you are able to view additional details, such as the reason for
rejection submitted by the deciding administrator.

Home : My Profile : My Organization : Search : Administration : Reports @ I Show side nay

v~ The selected request has already been processed.

historical details of Covisint Teamroom request for; TRAINING ADMIN

This request has already been rejected, The following tables contain information about the request, the decision, and the person who evaluated the request,
evaluator name Service Admin
evaluator user ID JDOE

rejected

decision i 0 ackage is not required for your position

date issued 2007.01.10 EST

requestor name ADMIN, TRAINING
requestor user ID TRAININGADMINE
request type Request for User Access to a Service
date requested 2007.01.10 EST

Result

You have successfully viewed a request history for a user in your organization.
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Inviting User to Register for a New User Account

1. Click Invite Users from the Administration -> Invite drop down menu. The
invitation screen is displayed.

Covisint Connection and Administration *Home *Portal *Help *ContactUs *Logout

Search @ Administration : I§ Show side nav
Pending requests

Home : My Profile : My Organization :

= Covisint

Invite Users to Register in Covisint

S L1112 Lizer for Bouisint Con nect et

Please use the following form to invite users in your organization to register with Covisint.

* | = required fields
*Subject:  |Invitation from lane Doe to Register with Covisint

Please enter the recipient's email addresses separated by a semi-colon (;)

* Email Addresses:

(thiz box iz 80 characrers wide)

Greetings!
Because of your job responsibilities, wyou have been identified as an
individual who will need a Covisint user ID. As the Securicy
ddministrator for Covisint, I am responsible for managing our
company's users and cheir access to Covisint services.

Click on the hyperlink belov to begin the Covisint regiscration
* Message Body: | hrocess:

hteps://register.stg.covisint.com/ComnonRey?end=REGISTER_INVITED USER =]

The Subject line and the Message body fields are populated by default. While
these fields are editable, it is recommended that you do not modify the text as
editing the actual invitation URL within the invitation text could break the link.

2. Inthe Email Address open text field, key in the email address for each recipient
you wish to invite, separated by a semi-colon (;) (For example, a list of users:
userl@mycompany.com; user2@bluecompany.com;
user3@pinkcompany.com).

The system does not validate the accuracy of the email addresses that you key
in. If an email invitation cannot be delivered for any reason, the administrator
will not be notified of this failure.
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3. Click Send Invitation.

4. Click OK to confirm. The email invitations are sent to the email addresses. You
will receive email notification of each registration request. The Pending User
Requests queue displays all users who have registered and are pending
approval.

Result

You have successfully invited a user to register. You will receive an emalil
notification once the user has successfully registered. At that time, you shall log
in to issue a decision on the pending user requests.

Managing Pending New User Account Requests

Covisint Connection and Administration *Home »Portal »Help »ContactUs *Logout

I
Home : My Profile : My Organization : Search : Administration | Reports : 1§ Show side nav
B E— furity Admin = Covisint

Review Users Pending Approval Invis ization Requests

Roles and Services

new user(1) | USBF Service| adits y|  user site code(1) T user home location code(0)

The fallowing users have requested a new User 10 on Covisint, Click each user name to view the request details and make a decision,

review users to approve or reject

[Jinclude all divisions

view request User Name Job Title Date Submitted request Division

[ tenebee 2007.03.05 EST Content Management Covisint

2007 @ Compuware Corporation, All Rights Reserved,

1. Click User Requests from the Administration -> Pending requests drop down
menu.
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2. Click = to view the details of the request.

Below are the details of the registration request. Please review the user details carefully to ensure it was sent by a legitimate employee of your Company.

Review all Services Requested to determine which services are appropriate for this user. Note that you may reject some or all of the service requested, but still
approve the overall User Request,

Mote: If a application is granted to your organzation such that a "non-approvable” request becomes “approvable,” you may need to close your browser and re-
login before the change is reflected on the screen. Services to which your Organization does not subscribe will be automatically rejected,

user information

Full Mame Jane Doe Job Title
Organization Name Covisint User ID 123JANEDOE
Address 1 1 Campus Martius Email Address jane.doe@yahoo.com
Address 2 Wireless Email Address
Address 3 Phone Number 313.555.1212
City fRegion Detroit Mobile Phone Number
State/Province MI Fax Number
Postal Code 45226 Time Zone (GMT-05:00) Eastern Time (US & Canada)
Country UNITED STATES Preferred Language English

new user request

approve reject user name request reason rejection reason®

® {3 Jane Doe new employes

Content Management Applications

approve reject service package name rejection reason®
mandatory for |
Content Management .
e @ ! rejected items v

Covisint Supplied Services

approve reject service package name rejection reason®
2t [ ]
[&] &  Covisint Teamroom |
approve reject service package name rejection reason®
® ) Logistics Dashboard :
submit decision cancel

3. Perform one or more of the following:

If you wish to... Then...

approve the new user | Enable the Approve radio button for the request.
request
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If you wish to... Then...

reject the new user a. Enable the Reject radio for the request.

request

a. Asrequired, key in the reason for the rejection in
the open text field. (The text you enter in this box
becomes part of this user's permanent record,
and is viewable by all Security Administrators in
your company).

Note: If you reject a new user request, all service
package requests for that user are automatically
rejected.

approve the service Enable the Approve radio button for the service.
requested by the new
approved user (Note
that new users and
new service packages
are listed together in
the same tab)

reject the new user’s | a. Enable the Reject radio for the service package

service package request.

request

b. Asrequired, key in the reason for the rejection in
the open text field. (The text you enter in this box
becomes part of this user’'s permanent record,
and is viewable by all Security Administrators in
your company).

approve site code Enable the Approve radio button for the site code.
requests

reject site code a. Enable the Reject radio for the site code request.
requests

a. Asrequired, key in the reason for the rejection in
the open text field. (The text you enter in this box
becomes part of this user’'s permanent record,
and is viewable by all Security Administrators in
your company).

approve home Enable the Approve radio button for the home
location code location code.
requests
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If you wish to... Then...

reject home location a. Enable the Reject radio for the home location
code requests code request.

b. Asrequired, key in the reason for the rejection in
the open text field. (The text you enter in this box
becomes part of this user's permanent record,
and is viewable by all Security Administrators in
your company).

Supplier Code/Location Code: The supplier code associated with a
user's grant to the parent portal package (i.e. Ford Supplier Portal) is
typically known as the user's location code. Note: Each portal owner may
have a slightly different term that they use (i.e. home location code). The
location code designates the user's primary office location. Some
applications within the portal use the location code to determine what items
the user can view in the application. Other applications refer to the specific
supplier codes associated with the user's grant to that application to
determine what items the user can view.

4. Click submit decision.

5. Click OK to confirm issuing a decision regarding the new user account request.

Result
You have successfully managed a new user’s pending requests.
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Service Authority Organization (SAO)

Service Authority Organization: The Covisint Connection and
Administration (CCA) tool allows companies to create multiple
administrative organizations for a single Legal Corporation. For example, a
company’s European offices may have a completely separate CCA
organization from the North American offices’ CCA organizations. Most
Portal packages, such as the Ford and DaimlerChrysler Supplier Portals,
require relationships between these organizations based on the Supplier
Code. The Service Authority Organization is a designation of primary
responsibility for all organizations with the same parent supplier code.

Service Authority Organization Responsibilities

e Approve Requests for the service submitted by related organizations
o Approve and Revoke Site Codes grants to related organizations
e Revoke access to the service from related organizations

For details on pending requests for organizations, refer to the section entitled “Who
Approves an Organization Request?”

Changing the SAO Designation

In the case where multiple distinct CCA organizations have the same parent
supplier code attached to a portal grant, the SAO designation can be switched
between those related organizations. The organization that currently has the
SAO designation must initiate the process.

1. Click View my Organization Service Packages from the My Organization drop
down menu. The View Service Package Screen is displayed.
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t Connection and Administration

¥ Home » Partal P Help Conkack s # Logout

.|
Home : My Profile : My Organization : Search : Administration : Reports

Squeeky Wheel - One Stop Shop Manufacturing (DEMO)

view service packages for:One Stop Shop Manufacturing (DEMQ)

view profile T view service packages T view hierarchy T

view users T administrator

+ edit organization profile v view request history + wiew pending requests

The following is the list of services currently granted to this organization. The service packages are organized by category. To view service package
details, click on the service package name. You may suspend / remove a service from the organization from the details screen.

& = uses site codes

service package name more info status date granted

Administration

Covisint {required) jve 2004.04.29 EST

i Stop Shop Portal & more info E’ Active

2004.05.0.

2007 @ Compuware Corporation, &ll Rights Reserved,
w304

2. Click on the name of the portal service package for which you wish to change the
SAO designation. The Details Screen for that service package is displayed.

Covisint Connection and Administration »Home MPortal PHelp » Contact Us  » Logout

Home : My Profile : My Organization : Search @ Administration : Reports

Squeeky Wheel - One Stop Shop Manufacturing (DEMS)

One Stop Shop Portal details for:One Stop Shop Manufacturing (DEMO)

The following shows all details about this service package that is currently granted to the organization. The status of the package can be active or
suspended.

A suspended package is unavailable to all users in the organization.

To suspend an active package, click on the suspend button. & suspended package may then be permanently remaoved.To Permanently Remove a
suspended package, click on the Permanently Remove button. dote #hat & permanent remoual cannot be undone.

+ view organization profile + view organization service package list

service package status

status B’ Active { suspend )

description COne Stop Shop Portal
owner organization One Stop Shop Manufacturing (DEMO)
supplier code GSH4W5

service authority organization {SA0) One Stop Shop Manufacturing {DEMO)} o0 est b0 change 540

other organizations with same 3 One Stop Shop Manufacturing (DEMO) @ =
authority designation

@ One $top Shop Europe -- (top lavel organization) (3]

site codes view current site codes |

inactivity report

description view inactivity report -

services included within One Stop Shop Portal

A Service Package may consist of one or many services, The services included in this Service Package are listed below.

€

3. Click request to change SAO.
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4. Select the organization to receive the SAO designation. If there are no
organizations listed, it means that no other CCA organization has the same
parent supplier code for the portal package selected.

5. Review the change and click submit.

Result

You have successfully changed the SAO designation for a service package for
your organization.
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Viewing the Administrator’s view of Organization Profile

Covisint Connection and Administration *Home P Portal »Help » ContactUs * Logout

Home : My Profile @ W : Administration : I Show side nav
J - Cowisint

organization proﬁle f View my Organidetion Service Packages
View ey Organization Hiararchy

.

view profile | View my Organization Users wi hierarchy I wiew users I administrator
View iy Organization Adrministrators

All organization information is available from this page, including the names of the organization®s Security Administrators.If you are a Security Administrator for this
organization, you may use the option links below to perform available administrative tasks,

organization status within covisint connection and administration

Status: [ Active

status options
last quarterly user audit 2005.06.30 performed by 1doe
last annual user grant audit 2006.06.20 perfarmed by EXCHNGOP1

organization information

Name Covisint
Address 1 Campus Martius , Detroit, M1 48226 UNITED STATES
Phone Number URL http:/ fwww.covisint.com
Fax Number DUNS Number 0

administrator information

Mame User 1D Job Title Phone Number
lane Dae jdoel324 313.555 1212
John Doe jdoed312 3135551212 =]

Perform one or more of the following:

If Zou wish to... Then...

View the current a. Click View my Organization Profile from the My
service packages to Organization drop down menu. The View Profile tab is
which your displayed. This tab provides a detailed view of the
organization parent level of your organization.

subscribes

b. Click view service packages tab. The View service
packages screen is displayed. From this screen, you
are able to view packages and sub packages to which
your organization currently has access. To view details
of any service package grant, simply click the package
name.

a. Click View my Organization Profile from the My

view the current Organization drop down menu. The View Profile tab is
hierarchy of your displayed. This tab provides a detailed view of the
organization within parent level of your organization.

CCA

b. Click view hierarchy tab. This page reflects the
Covisint user administration model, not necessarily the
legal or physical structure of your organization. To view
an organization, simply click on its name within the tree.
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If you wish to... Then...

view users within a. Click View my Organization Profile from the My

your organization Organization drop down menu. The View Profile tab is
displayed. This tab provides a detailed view of the
parent level of your organization.

b. Click view user tab. All users registered in the

organization are displayed.
view usersin a a. Click View my Organization Profile from the My
particular division Organization drop down menu. The View Profile tab is
of your organization displayed. This tab provides a detailed view of the
parent level of your organization.

b. Click view hierarchy tab.

c. Click on the name of the division.

d. Click view user tab. All users registered in the selected

division are displayed.

a. Click View my Organization Profile from the My
view all Organization drop down menu. The View Profile tab is
administrators in displayed. This tab provides a detailed view of the
your organization parent level of your organization.

b. Click administrator tab. All administrators in your

organization are displayed.
view administrators a. Click View my Organization Profile from the My
in a particular Organization drop down menu. The View Profile tab is
division of your displayed. This tab provides a detailed view of the
organization parent level of your organization.

b. Click view hierarchy tab.

c. Click on the name of the division.

d. Click administrator tab. All users registered in the

selected division are displayed.
edit your a. Click edit organization profile.
organization profile

b. Edit as desired.

c. Click submit changes.
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If you wish to... Then...

Click view pending requests.

View pending
organization
requests
Result
You have successfully viewed organization details from an administrator
perspective.
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Managing Your Organization Service Packages
As the Security Administrator, you are able to manage your organization’s service packages.

Icons indicating the following functionality are noted next to each service package
as appropriate:
Packages already owned by your parent company (if applicable) are denoted
by a check mark

Packages that require additional information are indicated with a pencil icon

Packages that will cause the user to incur fees are denoted with a dollar sign

Packages that require site codes are indicated with the barcode icon

Requesting a Service Package for Your Organization

isint Connection and Admini i »Home *Portal »Help »ContactUs »Logout

Home My Profile : My Organization ¢ Administration : Reports : I§ Show side nav

Wiew my Organization Profile Service Admin abston - Covisint

request service pack| =" mv ©raanization Serics Packages Steps: @

\iew my Sraanization Hierarchy

View my Organization Users

The following list contain| nd other Covisint members. Please indicate the service packages your organization

requires by clicking the

= per user fees apply = subscribed to by your parent company ¢, = additional infarmation needed

Content Management Applications

Content Management access granted more info
Sub-packages are bundles of applications available for those approved to access Content

Management. To request a sub-package of Content Management, please select the 'request

cub-package’ link below.

_I‘J request sub-package (application package)

MOPAR

Mopar Supercedence Marraty -- 3270 request more info

Partner Portals

DaimlerChrysler Portal: Service for Chrysler Group T access granted more info
Sub-packages are bundles of applications available for those approved to access o

DaimlerChrysler Portal: Service for Chrysler Group. To request a sub-package of

DairnlerChrysler Portal: Service for Chrysler Group, please selsct the 'request suh-package’

link below.

)_] request sub-package (application package)

DaimlerChrysler Portal: Service for DaimlerChrysler Services North America 1] access granted more info
Sub-packages are bundles of applications available for those approved to access

DairnlerChrysler Partal: Service for DaimlerChrysler Services Morth America. To request a sub-

package of DaimlerChrysler Partal: Service for DaimlerChrysler Services North America,

please select the 'request sub-package’ link below.

© 2008 Compuware Corporation: All Rights Reserved Confidential and Proprietary 5/27/2008
Page 62 of 96



Perform one or more of the following

CCA Security Administrator User Guide (v1.1)

If Zou wish to... Then...

Request a service package

1.

Click Request a Service Package for
my Organization from the My
Organization drop down menu. The
Request Screen is displayed. A list of
all service packages are displayed.

Click request.

Key in the reason for the request in
the open text box.

Click continue. This request for
service package is submitted to the
approving administrator.

Request a sub-package of a
service package (The package
must be granted to the
organization before the sub-
package can be requested or
granted).

Click Request a Service Package for
my Organization from the My
Organization drop down menu. The
Request Screen is displayed. A list of
all service packages are displayed.

Click request sub package. This
request for sub package is submitted
to the approving administrator.

Result

organization.

You have successfully requested a package or sub-package for your
For details on pending requests for organizations, refer to
the section entitled “Who Approves an Organization Request?”
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Who Approves an Organization Request?

:l' Organization Approval Matrix

If the Requestor is... And the Package Owneris... Then the Approver is the...
an SAO a Portal Partner Portal Partner Admin
atop-level non-SAO a Portal Partner SAO Admin

a Top-level Org Covisint Covisint Admin

a Division any Division’s Parent

Company Admin
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Suspending a Service Package From Your Organization

Warning: Suspending a service package from your organization is not easily
undone. Once you suspend your organization’s access to a service package, it can
only be reinstated by contacting Covisint. Once you suspend your organization’s
access to a service package, it can only be reinstated by requesting the package
for your organization. This includes packages that were auto-granted to your
organization. For details on pending requests for organizations, refer to the section
entitled “Who Approves an Organization Request?” You may prefer to suspend
the service package from individual users in your organization. By so doing,

you remain in control of access to the service package, and can easily ‘un-suspend’
a user’s access to a service package.

Security Administrators are able to suspend the Organization’s access to any service for which
they are assigned as Administrator. The locked state prevents all users in the organization from
logging in to the suspended service. If users try to login, they receive an “unauthorized”

message. Once a service package is suspended, it can only be reinstated by Covisint. You are
not able to reactivate a suspended service package.

1. Click View my Organization Service Packages from the My Organization drop down
menu. The View Service Package Screen is displayed.

Home : My Profile ! My Organization : Search : Administration

: Reports

Service Admin abston - Covizint

view service packages for:Covisint

view profile T view service packages T view hierarchy T

view users T administrator

+ wiew request history ¢ view pending requests

The following is the list of services currently granted to this organization. The service packages are organized by category.Tao wiew service package details, click an
the service package name. Tou may suspend / remove a service from the organization from the details screen.

& = uses site codes
service package name

more info status date granted
Covisint {required) more info M Active 2001.10.07 EDT
Secure File Exchange Administration {(Covisint Owned) more info (8 Suspended 2007.01.11 EST
Content Management more info [¥ Active 2002.03.04 EST
DaimlerChrysler Content Management more info E’ Active 2002.09.05 EDT

ity Planner more info (8 Suspended 2006,11.02 EST
< Problem Solver more info M Active 2001.10.07 EDT

Covisint Web Reports more info [/ Active 2002.11.01 EST
Crystal Reports Administration

more info 8 Suspended 2004.07.14 EDT

2007 @ Compuware Corporstion. &ll Rights Reserved

2. Click on the name of the service package you wish to suspend. The Details Screen for
that service package is displayed.
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Covisint Connection and Administration »Home PPortal »Help »ContactUs *Logout

Home

i My Profile ! My Organization : Search ! Administration ! Reports ! IE Show side nav

Service Admin abston - Cavisint

Problem Solver details for:Covisint

The following shows all details about this service package that is currently granted to the organization. The status of the package can be active or suspended.
A suspended package s unavallable to all users in the organization.

To suspend an active package, click on the suspend button. & suspended package may then be permanently removed.To Permanently Rermove a suspended
package, click on the Permanently Remaove buttan, Mote #hat a permanent rernoval cannot be undone.

» view organization profile » wiew organization service package list

service package status

service package information

services included within Problem Solver

A Service Package may consist of ane or many services, The services included in this Service Package are listed below.

status E’ Active § sg@)ﬁend )]

description Problemn Solver

owner organization Covisint

3. Click suspend.

Warning: Suspending a service package from your organization is not easily
undone. Once you suspend your organization’s access to a service package, it can
only be reinstated by contacting Covisint. This includes packages that were auto-
granted to your organization. For details on pending requests for organizations,
refer to the section entitled “Who Approves an Organization Request?” You may
prefer to suspend the service package from individual users in your
organization. By so doing, you remain in control of access to the service package,
and can easily ‘un-suspend’ a user’s access to a service package.

4. Key in the reason for suspension in the open text box.
5. Click yes, proceed with suspension. The suspension is logged in the history along
with the name of the Administrator performing the task.
Result
You have successfully suspended a service package for your organization.
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Permanently Removing a Suspended Service Package For Your
Organization

Security Administrators are able to permanently remove a suspended service package
for the Organization for any service to which they are assigned as Administrator. Once
removed, the service package can no longer be reinstated by Covisint.

Once permanently removed, the service package is permanently removed from all
users in the organization, and all divisions below. The service package cannot be
reinstated. This includes packages that were auto-granted to your organization.

For details on pending requests for organizations, refer to the section entitled “Who
Approves an Organization Request?”

1. Click View my Organization Service Packages from the My Organization drop
down menu. The View Service Package Screen is displayed.

Covisint Connection and Administration »Home ) Portal FHelp »ContactUs »Logout

Home : My Profile | My Organization : Search ! Administration : Reports

IE Show side nav

Service Admin abston - Covisint

view service packages for:Covisint

view profile T view service packages T view hierarchy ‘ view users 1 administrator

» view request history + view pending requests

The fallowing is the list of services currently granted to this arganization. The service packages are organized by categary.To view servioe package details, olick an
the service package name. You may suspend / remave a service from the arganizatian from the details screen.

&, = uses site codes
service package name more info status date granted
Administration

Covisint {required)

more info [ Active 2001.10.07 EDT

more info & Suspended 2007,01.11 EST
Content Management Appi®ations

Content Management

more info [ Active 2002.03.04 EST
DaimlerChrysler Content Management more info E’ Active 2002.09.05 EOT
CAS - Covisint Internal more info [V Active 2002.03.04 EST
Covisint Time Tracker more info [ Active 2004.01.27 EST
Covisint Web Connect more info [V Active 2003.05.1% EDT I_I
RID. - Oolio i Active 2003.10.10 EDT

( iLibrary iervices - G55 more info & Suspended z004.07.

Logistics Dashboard maore info i e oT
Mitsubishi Electric Supplier Connection more info E’ Active 2006.01.18 EST
Supplier Connection more info y?r Active 2001.10.07 EDT

2. Click on the name of the suspended service package you wish to permanently
remove. The Details Screen for that service package is displayed.
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Covisint Connection and Administration »Home »Portal »Help »ContactUs FLogout

Home : My Profile ! My Organization : Search ! Administration ! Reports : B Show side nay

Security Admin Abston - Covisint

Library Services - GSS details for: Covisint

The following shows all details about this service package that is currently granted to the organization. The status of the package can be active or suspended.
A suspended package is unavailable to alf users in the organization,

To suspend an active package, click on the suspend button. A suspended package may then be permanently removed.To Permanently Remove a suspended
package, click on the Permanently Remove button. dote that @ permanent rermoval cannat be undone.

+ view organization profile » view organization service package list

service package status

status & Suspended

permanently remove olgaﬁizalinn': grant for service package —

service package information

description Library Services - GSS

owner organization Covisint

3. Click permanently remove organization’s grant for service package.
4. Key in the reason for removing the service package in the open text box.
5. Click yes, proceed with removing. The permanent removal is logged in the

history
along with the name of the Administrator performing the task.

Result

You have successfully removed a suspended service package for your
organization.
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Managing Service Packages for Divisions of Your Organization

As the Security Administrator, you are able to manage service packages for divisions in
your organization. You are able to grant, suspend, and remove service packages from
divisions in your organization.

Granting a Service Package to a Division in your Organization

Security Administrators are able to grant some Service Packages as well as Sub-
Packages to divisions in their organization. The division must be at a lower tier in the
hierarchy, and the parent organization must have access to the service package. (Sub-
packages are designed such that the parent package must be granted before the sub-
packages become available).

The division must be at a lower tier in the hierarchy, and the parent organization
must have access to the service package.

Service Package — a grantable container that contains at least one application or
tool accessed via Covisint portal. Some Service Packages contain sub-packages.

%&g Sub-package — a grantable container that contains at least one sub-service
= application. The sub-package requires that the parent package be granted first.

Complete the following steps to grant service packages to divisions in your organization.

@ You are only able to grant service package(s) to which your organization has
access.
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&) Done
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Sucunity Admin Abaton = Covi
view hierarchy far:Cq e Survice Packagus
- hivrarchy | witve wsers | administrator
Request & Service Package for my Organization
+ edit organization |~ ory + view pending requests
Wi My Organication Oplions
This page shaws the current hisrarchy of your arganization within G4, This struchurs reflects the Cavisint user administration madel, nat necassarily the lagal or

physical structure of your arganization. To view or adit an orgsnizstion, simply cick on it name within the trée. To view the registered users in each arganization

* note: To request changes to the adrmnistrstive lierarchy, send an email to lerarchy@covsint.com mdicating the changes requested and the best way to contact

Adddruss
1 Campus Martius, Detrait Mi 18228
26333 Evergrawn, Southlisld M 43084

2333, detrolt md $7578

hulo, hally mi 45150

23800 Horthvestem Muy, Central America Proving 48304
123 Tibls Drive, owhare Midwg n 43862

123, Main street, Southfield M1 48304

12

anywhars, nousrs M 48617
2300, Horthwestemn Muy, Southfield Mi 48304

1, Main Gtraat,

sthfiald M1 s004

25800 Hurthwasbe

Fuy. Southfisld M 43134

inn registration request at

3 @ wkemet

1. Click View my Organization Hierarchy from the My Organization drop down
menu. The View Hierarchy screen is displayed.

Home

Reports

I8 show side nav

view hierarchy for:Covisint

Eacurity Admin Abston - Cavisint

wiew profile 1 view service packages

T view hierarchy T views users

» edit arganization profile > view

or division, click on the user icon.

*
¥

https://reqister sta covisint.com/CornrnonR eq?emd=REGISTER
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3 Covisint ). :3 b

[ eos S b

[ divsao 81 5%

[ saovest B ¢
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aavew B o
aastens B o
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anecoacz2 B
astreso B 5
QAstgPortal 5 bl
QA Master s B 5
check3check4 :3 7%
checkScheck6 :3 e
EnglishAffo0 1 :3 e
JAFfTestOctoz g b
8] chhers b
[0 ea AﬂD:thg b
[ onaffiatens 1 ¢
[ oaAffliate 05 1 ¢
[] QA Afflatenss 8 9%
o

&
onsecurty co. B3 5
[ @~ security roup B ¢
AR Materials Go. 3 ¥
BB Materials Co. 3 b

B]
[B]
[B]
[B]
[B]
[B]
[B]
0o
[B]
B

QA Procurement

A Materials Co.

m
oD poo

1 administrator

request history

Address

1 Campus Martius, Detroit MI 48226

26533 Evergreen, Southfield MI 48086

2333, detroit mi 7878

helle, hella mi 48150

25800 Northwestern Huwy, Central America Provinz 48304
123 Tibbs Drive, Nowhere Michigan 45862

123, Main street, Southfield MI 48304

123 anyuhara, nowers MI 45612

2500, Narthwestarn Huy, Southfield MI 48304
123, Main Strest, Southfisld M1 48304

25800, Narthwastarn Hy, Southfield MI 48134
test, test tast 56565

test, test tast 55555

aaasasash, yes Michigan 45678

25800 Horthwestern Huwy, Finley OH 34588
25800, Morthwestern Hwy, Southfield MI 48204
213432, New City MI 48304

25,800 MorthWestarn Huy, SouthField MI 48304
25800, Morth Western Hwy, Southfield MI 42304
25800, Civic Center Dr, Southfield MI 48304
25800, Northwestern Hwy, Southfield MI 48304
25800 Northwestern, Southfield MI 48076

123 Masin St., Toledo OH 12345

111 Anystraet, Anyuhers UT 25874

25800 Northwastern Highuay, Southfisld MI 48034
124 Main St., Toledo OH 12345

125 Main 5t., Toleds OH 12345

> view pending requests

This page shows the current hisrarchy of your arganization within CCA. This structure reflects the Covisint user administration model, not necessarily the leaal or
physical structure of your organization. To wiew or edit an organization, simply click on its name within the tree. To wiew the registered users in each organization

note: To request changes to the adrinistrative hisrarchy, send an ernail to hierarchy@covisint.com indicating the changes requested and the best way to contact
ou,

* note; To add an organization or division, the administrator for the new organization must perform a division registration request st

2. Click on the name of the division for which you are searching. The Division

Profile is displayed.
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Home : My Profile : My Organization : Search :

Administration : Reports @

IE Show side nax
Security Adrnin Abston - Covisint
organization profile for:BB Materials Co.

view profile T view service packages ] view hierarchy T view users 1 administrator

» edit organization profile

+ add service package
» view pending requests

+ view request history

All organization information is available from this page, including the names of the organization's Security Administrators If you are a Security Administrator for
this arganization, you may use the option links below to perform available administrative tasks.

organization status within covisint connection and administration

Status: Mm:twe (view details)

status options suspend organization |

last quarterly user audit 2005.06.30 performed

last annual user grant audit Mo previous annual audit

organization information

Name BB Materials Co,

Address 125 Main St., Toledo, OH 12345 UMITED STATES

Phone Number 555-555-1212 URL

DUNS Number

Fax Number

administrator information
Name User ID Job Title Phone Number
MR QA Admin3 QA Admin3 QADMING 555-555-1212

3. Click view service packages tab. All list of all service packages granted to the
division is displayed.

Home : My Profile : My Organization : Search

i Administration : Reports :

I8 Show side nav

Service Admin abston - Covisint
view service packages for:BB Materials Co.

view profile T view service packages T

view hierarchy T view users T

+ add service package ¢ view request history + wiew pending requests

The fallowing is the list of services currently granted to this organization. The service packages are organized by category.To view service package details, click on
the service package name. You may suspend / remove a service from the organization from the details screen,

administrator

#. = uses site codes
service package name more info status date granted
Covisint {required) more info Er Active 2001.10.07 EDT

Covisint Supplied Services

Supplier Connection more info Er Active 2001.10.07 EDT

Problem Solver

more info o Active 2007.01.12 EST

4. Click add service package. A list of all Services Packages for which you are the
Security Administrator is listed.

Icons indicating the following functionality are noted next to each service package
as appropriate:

Packages already owned by your parent company will be denoted by a check
mark

.

Packages that require additional information are indicated with a pencil icon

Packages that have associated fees are denoted with a dollar sign
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Home

ration : Reports

IE Show side nay
Service Admin abston - Cowisint
add service package: BB Materials Co.

Steps: @-

The service packages available to grant to BB Materials Co. are listed below. These packages are organized by categary.
If you wish to grant a service package, simply click the 'add’ button next to the appropriate package, For more information about a service package, simply click on
the 'more infa’ link.

Partner Portals

Users may also be granted access to Covisint's Partner Supplier Portals and their sub-packages from this page. If your organization subseribes to one of the partner
portals, you may assign sub-packages by clicking on the 'sub-packages' button under the "key portals' sub-heading,

= per user fees apply & = additional information needed

se| e packages
Content Management Applications

Content Management add more info

aqd more info

Quality

Froblern Salver

5. Click add.

6. Click continue.

Result

You have successfully granted a service package to a division in your organization.
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Suspending a Service Package from a Division of Your Organization

Complete the following steps to suspend a service package from a division. This will
prevent all users in the selected division from accessing the applications contained
within the package.

The division must be at a lower tier in the hierarchy than your own organization.

1. Click Search for Divisions in my Organization’s Hierarchy from the Search
drop down menu. The Search Screen is displayed.

Covisint Connection and Administration »Home P Portal FHelp »ContactUs FLogout

Home : My Profile : My Organization : S -h : ini i g H IE Show side nav

Security Admin Abston - Couisint

organization search

organization name W

keyword search for organization
Enter the organization name, or any portion of the organization name, and click Search,

#* | = required fields

organization name: | contains v| | |§ear(h tips

filter options:  filter options (EXCLUDE these from my results):

[ Active [] Pending [ Suspended
[ Permanently Removed [] Rejected
results per page: 50 W

search

2. Key in search criteria and set filters as desired.
3. Click Search. The Search Results screen is displayed.

Covisint Connection and Administration »Home »Portal »Help »ContactUs »Logout

Home : My Profile ! My Organization : Search : Administration : Reports : I§ Show side nay

Sacurity Admin Abston - Cowizint

organization search result(s):

organization name 1

organization search result{s):

The results of your search appear below. Click on an organization name to view details. Scroll down to enter new search criteria or click help for Search Tips.

search results

You searched for: Found: 102 results
Status Yiew Organization Namel¥] Address
Hierarchy

E’ % A Materials Co. 123 Main St., Toledo, OH 12345

E’ % AR Materials Co. 124 Main St., Toledo, OH 12345

E’ % AAA Materials Co. 150 Main St., Toledo, OH 12345

M % BB iaterials Co. 125 Main St., Toledo, OH 12345

M % BBB ™Materials Co. 151 Main St., Toledo, OH 12345

M % CC Materials Co. 126 Main St., Toledo, OH 12345

4. Click on the name of the division for which you are searching. The Division
Profile is displayed.
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5. Click view service packages tab.

Covisint Connection and Administration FHome FPortal FHelp FContactUs *Logout

Home : My Profile : My Organization : Search : Administration ! Reports : IE Show side nay

Security Admin Abston - Cowisint
view service packages for:BB Materials Co.

view profile T view service packages 1 view hierarchy I view users 1 administrator

+ edit organization profile + add service package + wiew request history
+ wiew pending requests

The following is the list of services currently granted to this organization, The service packages are organized by category.To view service package details, click on the
service package name. You may suspend / remove a service fram the arganization from the details screen.

& = uses site cades

service package name more info status date granted
Administration
Covisint {required) more info Er Active 2001.10.07 EDT

Covisint Supplied Services

SuuulieE Connection more info [ Active 2001.10.07 EDT

6. Click on the name of the service package you wish to suspend.

Covisint Connection and Administration »Home FPortal »Help »ContactUs FLogout

Home : My Profile : My Organization : Search : Administration ! Reports IE Show side nav

Security Admin Abston - Covisint

Supplier Connection details for:BB Materials Co.

The following shows all details about this service package that is currently granted to the organization, The status of the package can be active or suspended,

A suspended package is unavailable to all users in the organization.

To suspend an active package, click on the suspend button, A suspended package may then be permanently removed. To Permanently Remove a suspended
package, click on the Permanently Rermove button. Mote that a permanent removal cannot be undone.

+ view organization profile + view organization service package list
service package status

status [ Active ( susg@nd )

service package information

description Supplier Connection

owner organization Covisint

services included within Supplier Connection

A Service Package may consist of one or many services. The services included in this Service Package are listed below,

7. Click suspend.
8. Key in the reason for suspension in the open text box.

9. Click yes, proceed with suspension. The suspension is logged in the history
along with the name of the Administrator performing the task.

Result

You have successfully suspended a service package for a division’s your
organization.
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Permanently Removing a Suspended Service Package from a Division of
Your Organization

Security Administrators are able to permanently remove a suspended service package
from a division in the Organization.

Once removed, the service package can no longer be reinstated by the
Administrator.

Complete the following steps to permanently remove a service package from a division.

1. Click Search for Divisions in my Organization’s Hierarchy from the Search
drop down menu. The Search Screen is displayed.

Covisint Connection and Administration »Home FPortal MHelp »ContactUs *Logout

Home : My Profile : My Organization : Search : Administration ! Reports : IE Show side nav
Search far Users in my Organization

Security Admin Abston - Covisint
organization search

organization name W

keyword search for organization
Enter the organization name, or any portion of the organization name, and click Search,

keyword search

# | = required fields

organization name: | contains v| | |search tips

filter options:  filter options {(EXCLUDE these from my results):

[ Active [ Pending [ Suspended
[ Permanently Removed [] Rejected
results per page: 50 W

search

2. Key in search criteria and set filters as desired.

3. Click Search. The Search Results screen is displayed.

Covisint Connection and Administration *Home *Portal rHelp *ContactUs *Logout

Home : My Profile : My Organization : Search : Administration : Reports : IE Show side nav
Secutity Admin Abston - Covisint

organization search result(s):

organization name 1

organization search result{s):
The results of your search appear below. Click on an organization name to view details. Scroll down to enter new search criteria or click help for Search Tips.

search results

You searched for: Found: 102 results
Status Yiew Organization Namelx] Address
Hierarchy
& &%, A Materials Co. 123 Main St., Toledo, OH 12345
E’ % AA Materials Co. 124 Main St., Toledo, OH 12345
E’ % AAA Materials Co. 150 Main St., Toledo, OH 12345
E’ % BB iaterials Co. 125 Main St., Toledo, OH 12345
M % BBB ™Materials Co. 151 Main St., Toledo, OH 12345
M % CC Materials Co. 126 Main St., Toledo, OH 12345
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4. Click on the name of the division for which you are searching. The Division
Profile is displayed.

5. Click view service packages tab.

Covisint Connection and Administration FHome FPortal »Help »ContactUs »Logout

Home : My Profile : My Organization i Search : Administration ! Reports

& Show side nav

Sacurity Admin Abstan - Covisint
view service packages for:BB Materials Co.
view profile wiew service packages T wiew hierarchy 1 view users T administrator

+ edit organization profile

+ add service package
» view pending requests

+ view request history

The following is the list of services currently granted to this organization. The service packages are organized by category.To wiew service package details, click on the
service package name, You may suspend / remave a sarvics from the organization fram the details soreen.

£, = uses site cades
service package name mare info status date granted
Administration

Covisint (required) more info o Active 2001.10.07 EDT
Covisint Supplied Services

Supglief Connection more info ® suspended 2001.10.07 EDT

6. Click on the name of the suspended service package you wish to permanently
remove. The Details Screen for that service package is displayed.

You are only able to permanently remove suspended service packages for
which you are the Administrator.

The follawing shows all details about this service package that is currently granted ta the organization. The status of the package can be active or suspended.
A suspended package is unsvaiable 1o ail users in the arganization.

To suspend an active package, click on the suspend button. A suspended package may then be permanently removed.To Permanently Remove a suspended
package, click an the Permanently Remave buttan, Aote that & permanent remolal cannot be undans.

+ view organization profile » view organization service package list

service package status

status & Suspended

ently remove

ion's grant for service package |

service package information

description Library Services - GSS

owner organization Covisint

7. Click permanently remove organization’s grant for service package.
8. Key in the reason for removing the service package in the open text box.

9. Click yes, proceed with removing. The permanent removal reason is logged in
the history along with the name of the Administrator performing the task.

Result

You have successfully removed a suspended service package for a division in
your organization.
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Managing a Division’s Request for Service Package(s)

Complete the following steps to manage a division’s request for service package(s).

Note: All requests have a 30-day expiration period. If the request is not acted upon
in 30 days, the request will be auto-rejected and an explanatory email will be sent
back to the user. Requests that are close to expiring automatically trigger a reminder
email to the approving administrator(s) five days before the request expires. These
rules apply to all pending requests.

Covisint Connection and Administration *Home *Portal *Help *ContactUs *Logout

Home : My Profile : My Organization : Search : Administration @ Reports : I Show side nav

| Pending requests M Usar Requests arvica Admin abston - Covisint

organization search result(s): | oraanizsti

organization name

organization search result{s):
The results of your search appear below. Click on an organization name to view details. Scroll down to enter new search criteria or dick help for Search Tips,

You searched for: Found: 102 results
Status  ¥iew  Organization Namel Address
Hierarchy

E{ !_.':I-"E.' A Materials Co. 123 Main St., Toledo, OH 12345

E‘ :'“'t. AA Materials Co. 124 Main St., Taledo, OH 12345

M —._IEE AAA Materials Co. 150 Main St., Toledo, OH 12345

D/ :"lu:b BB Materials Co. 125 Main St., Toledo, OH 12345

M’ :'“;-_' BBEB Materials Co. 151 Main St., Toledo, OH 12345

i &%, CCMaterials Co. 126 Main St., Toledo, OH 12345

[ i CCC Materials Co. 152 Main St., Toledo, OH 12345

service package request

approve reject service package name request reason rejection reason™
] (@] Caovisint Teamraom training
submit decision cancel
The text entered in the reject
field becomes part of this
division’s permanent record,
and is viewable by all Security
Administrators in your company.
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Perform one or more of the following:

If Zou wish to... Then...

approve the division’s
access request to a 1. From the Administration -> Pending Requests menu,
service package click Organization Requests. The Review Pending
Approval screen is displayed.

2. Click D next to the division name for whom you wish
to review the request. The Details screen is displayed.

3. Enable the approve radio button next to the selected
service package.

4. Click submit decision.

5. Click OK to confirm.

reject the division’s
access request to a 1. From the Administration -> Pending Requests menu,
service package click Organization Requests. The Review Pending
Approval screen is displayed.

2. Click D next to the division name for whom you wish
to review the request. The Details screen is
displayed.

3. Enable the reject radio button next to the selected

service package.

4. Key in the reason for the rejection in the open text box.
The text you enter in this box becomes part of this
division’s permanent record, and is viewable by all
Security Administrators in your company.

5. Click submit decision.

6. Click OK to confirm.
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Generating Reports

Reports Defined

Reports allow a Security Administrator to view CCA real-time reports, customized for
their roles. Within the reports options Administrators can view:

* User Summary Report

* User Service Summary Report

* Service Summary Report

* Security Administrator Reports

* Quarterly and Annual User Audits

Each of these report types are defined in the following section.

User Summary

The User Summary report allows you to gain at-a-glance information regarding the number of
users in your organization and the corresponding status. The report will display the number of
pending, rejected, active, suspended and removed users.

User Service Summary

The User Service Summary report allows you to gather information about the numbers and
identities of users who have been granted various service packages. You can limit your search to
your own organization, or you can broaden it to include all users above or below your
organization in your company'’s hierarchy. You can select a service package to narrow your
results to all users with a specific service package or you can search for all users with all service
packages. The report displays the User ID, Last Name, First Name, Email Address and
Company/Division name of all users who meet the report criteria.

Service Summary

The Service Summary report allows you to gather information about the numbers and identities of
users who have been granted various service packages.

Security Administrator

The Security Administrator reports offer three outcomes, including a user report, a service
package grant report, and a user portal access by site code report. These reports allow you to
gather information about the numbers and identities of users who have been granted various
service packages.

Quarterly User Audits

A quarterly audit reminder will be emailed to all Security Administrators reminding them to
perform the necessary audit activities. You can view your audit history on the Quarterly User
Grant Audit page. The audit history records the date, the type of audit, and the auditor’s ID for
past audits.

Annual User Audits

An annual User Grant audit reminder will be emailed to all Security Administrators reminding
them to perform the User Grant audit. You can view your audit history on the Annual User Grant
Audit page. The audit history records the date, the type of audit, and the auditor’s ID for past
audits.
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Generating Reports

Generating a User Summary Report

The User Summary report allows you to gain at-a-glance information regarding the
number of users in your organization and their corresponding status. The report will
display the number of pending, rejected, active, suspended and removed users.

Complete the following steps to generate a User Summary report.

1. Click User Summary from the Reports drop down menu. The User Summary
screen is displayed as an html report for your organization.

Covisint Connection and Administration »Home »Portal »Help »ContactUs P Logout
Home @ My Profile : My Organization : Search : Administration : Reports IE Show side nav
ns Service Admin abston - Couisint
User Summary vice Surmmary
| Security Administratar Reports |
show as a .csv file
2007.01.17 11:41:59 EST
Organization Name # Pending Users # Rejected Users # Active Users # Suspended Users # Removed Users
Covisint 0 58 677 76 141
Cuvis'u‘ Eurons il
< 0A Master 0 4 32 z 1
0A Scrip )
DDD Materials Co. 1} a 11 a a

2. View the number of users by status type. For example, in the QA Master
organization, you see that there are 0 pending users, 4 rejected users, 32 active
users, 2 suspended users, and 1 removed user.

3. If desired, click on the name of a division in the organization by clicking on the
division name. (This example users QA Master). The profile screen is displayed
in a separate window.

) hitps:/register.stg.covisint.com - Mozilla Firefox |’._||’E|[z|

view organization profile

organization information

name: Q84 Master
Address 1: 25800 Morthwestern Hwy
Address 2:
Address 3t

City/Reqgion: Central Ammerica
State/Province: Frovinz

Postal Code: 43304

Country: BZ

Phone Murmber: 245-327-6092

Fax Mumber:

URL:

DUNS Mumber:

close I

a. Click close in the pop-up window when you are done viewing details.
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4. If you wish to view this report as a .csv file, click show as .csv file in the upper left
corner of the screen. An open file dialog box is displayed.

Opening userSummary.csv ﬁl

You have chosen to open

USEI‘SUITIITIEI‘!’.ESH’

which is a: Microsoft Office Excel Comma Separated ¥Yalue
from: https://register.stg.covisint.com

What should Firefox do with this file?

Microsoft Office Excel {default) -

(") Save to Disk

[] Do this automatically for Files like this from now on.

Cancel

a. ldentify if you wish to open the file or save the file to disk by clicking the
appropriate radio button.

b. Click OK.

Result

You have successfully generated a user summary report.
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Generating a User Service Summary Report

The User Service Summary report allows you to gather information about the numbers
and identities of users who have been granted various service packages. In this report,
you are able to specify the service package, as well as the level in the organizational
hierarchy you wish to include.

Complete the following steps to generate a User Service Summary Report.

t Connection and Administration *Home »Portal »Help *ContactUs *Logout

Home : My Profile ! My Organization : Search ! Administration : Reports : IE Show side nay

Service Admin abston - Cowisint

Reports

Report options
Use the reports options to view CCA real-time reports, customized for your role,

® User summary
This re o

wspended,
ending, rejected and revoked users in each organization

mae.
B Userservice summar
f ort allows you to view the number of active u
B — T enure hierarchy

tree,

B Service summary
This repart allows vou ta view the number of users who have been
granted access to each service subscribed to by your organization, The
report is structured to include data frorm each organization in your
company's hierarchy tree,

Security administrator reports

These reports will help you manage User 1Ds and the permissions

granted to all users in your immediate arganization or below, The

report can be sorted by last name or by User ID. After running the
report, you will have the option to download it into Excel.

Home @ My Profile : My Organization : Search : Administration : Reports : IE Show side nav

Service Admin abston - Covisint

User Service Package Summary

Report Criteria
@my imrmediate organization anly

include organization options O include all organizations below
Qindude all organizations above and below

select a service package ‘ » Covisint Content Management b

initiate report  submit I

Perform one or more of the following:

If Zou wish to... Then...

view only users in your
immediate organization, 1. Click Reports. The Report Options screen
is displayed.

2. Click User Service Summary. The User
Service Package Summary screen is
displayed.

3. Enable the radio button next to ‘include all
organizations below’.

4. Select the service package for which you
wish to view users from the dropdown
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If you wish to... Then...

menu.

5. Click submit. The screen refreshes and
results are displayed.

view only users in
organizations ‘below’ 1. Click Reports. The Report Options screen
yours in the hierarchy, is displayed.

2.  Click User Service Summary. The User
Service Package Summary screen is
displayed.

3. Enable the radio button next to ‘include all
organizations below’.

4.  Select the service package for which you
wish to view users from the dropdown
menu.

5. Click submit. The screen refreshes and
results are displayed.

view only users in
organizations ‘above and | 1. Click Reports. The Report Options screen
below’ yours in the is displayed.

hierarchy,
2.  Click User Service Summary. The User

Service Package Summary screen is
displayed.

3. Enable the radio button next to ‘include all
organizations above and below'.

4.  Select the service package for which you
wish to view users from the dropdown
menu.

5. Click submit. The screen refreshes and
results are displayed.
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Home : My Profile : My Organiz

Search : Administration : Reports

I8 Show side nav

Service Admin abston - Cowisint
User Service Package Summary

® my immediate organization only
include organization options O include all organizations below

Oinclude all organizations above and below

select a service package | » Covisint Content Management v |

initiate report  submit |

users registered in

* Covisint
* my immediate organization only
+ filtered by Covisint Content Management

2007.01.17 11:47:46 EST

User ID Last Name First Name Email Address Company fDivision Name
EXCHNGOP EXCHNGOP ERCHNGOP exchop@covisint.com Covisint
| jdoelz34 Doe Jane jane.doe@covisint.com Covisint |

You have successfully generated a user service summary report.
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Generating a Service Summary Report

The Service Summary report allows you to gather information about the numbers and
identities of users who have been granted various service packages.

Complete the following steps to generate a Service Summary Report.

1. Click Service Summary from the Reports drop down menu. The Service
Summary screen is displayed.

Home : My Profile : My Organization : Search @ Administration : Reports : IE Show side nav

Service Admin abston - Covisint

Service Summary

show as a .csv file
Covisint Delphi Lear Metaldyne Mitsubishi 055
ggg;egn;mant ﬁgzgeg’::ment ‘?;;;‘rnutom ﬁ:zt:gl::rnent ;Saifguem:ael::t ﬁqilng;:::gl:t ﬁggf:;n;ment ﬁgztaegltment ﬁng:;netment ﬁgztaegltment groo‘vb‘lj.m
Package IO 678 679 73z 675 &30 728 696 7a0 715 718 655
A Materials Co. 0 o 0 1} o o o o o o 10
Ad Materials Co. 0 L1} 0 1] L1} L1} 1} L1} 1} L1} 1}
AAA Materials Co, 0 o 0 1} o o o o o o o
BE Materials Co. (1} 1] (1} (1] 1] 0 o 0 o 1] o
BEBB Materials Co. 1) 1} 1) 1] 1} 0 o 0 o 1} o
CC Materials Cao. 0 o 0 1} o o o o o o o
CCC Materials Co. 1] 0 0 Il 1 0 0 0 0 L1} a
ey 3T N 0 0 0 0 0 [i} [i} [i} 0 0
Covisint 41 10 31 5 5 1 5 e 8 £ ED
gﬁ;isint - O e — " o ) D 5
Covisint - Percepta 0 1] 0 1] 1] 0 1] 0 1] 1] 3
Covisint Asia 1) 1} 1) 1] 1} 0 1} 0 1} 1} 1}
Covisint Europe 0 1] 0 [1] 1] i} o i} o 1] o
Covisint 1T 0 L1} 0 1] L1} L1} 1} L1} 1} L1} 1}

2. View the number of users by service package type. For example, in the
Covisint organization, you see that there are 41 users of Content Management,
10 users of Covisint Content management, 31 users of Covisint Teamroom,
etc.

3. If desired, click on the number in the column of the Service Package to view
additional details. (This example users the number “10” in the Covisint Content
Management column). The Details Summary screen is displayed in a separate
window.
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Home : My Profile : My Organization : Search : Administration : Reports : I§ Show side nav

Service Admin abston - Cowisint

User Service Package Summary

Report Criteria

® my immediate organization only
include organization options O include all organizations below

Oinclude all organizations above and below

select a service package | » Covisint Content Management v
initiate report  submit I

users registered in

* Covisint
+ my immediate organization only
+ filtered by Covisint Content Management

2007.01.17 11:47:46 EST

User ID Last Name First Name Email Address Company fDivision Name
EXCHNGOP EXCHNGOP ERCHNGOP exchop@covisint.com Covisint
| jdoelz34 Doe Jane jane.doe@covisint.com Covisint |

From this view, you are able to view all users in your immediate organization that
are able to access this service package. (This is essentially the same output as
the user service package grant report)

a. If you wish to filter the results to view only users in organizations ‘below’
yours in the hierarchy, enable the radio button next to ‘include all
organizations below’.

b. If you wish to filter the results to view all organizations above and below
yours in the hierarchy, enable the radio button next to ‘include all
organizations above and below’.

e

Optionally, you may select a different service package from the dropdown
menu.

d. Click submit. The screen refreshes and results are displayed.

Result

You have successfully generated a service summary report.
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Security Administrator Reports

Generating a User Report
The User Report will help you manage all users in your immediate organization or below.

The report can be sorted by last name or by User ID, and displays to you the user's SSO
ID, first and last name, email address, phone number, organization name, as well as
account status (active, suspended, deleted, etc.).
Complete the following steps to generate a User report.

1. Click Security Administrator Reports from the Reports drop down menu.

2. Click User Reports. The User Reports screen is displayed.

Home : My Profile ! My Organization | Search : Administration | Reports i B Show side nay

Security Admin Abston - Cawizint
security administrator reports

user report T user service package grants T user portal access by site code

This report will help you manage all users in your immediate organization or below, The report can be sorted by last name or by User ID, After running the report,
ywou will have the option to download it into Excel.

Select your criteria and click 'submit' o generate the report.

Report Criteria

R L R @my immediate organization only
include organization options
Crinclude il arganizations below

Euserid

sort by
Olast name

@ show as HTML
results

O show as a .osv file

initiate report submit

2007 @ Compuware Corporation, All Rights Reserved,

3. Configure the filters for the report enabling the appropriate radio button for
each required field, including:

a. Organization options — (determines where in the hierarchy you wish to
obtain information, for your immediate organization only, or all
organizations below yours)

b. Sort by — (determines how you want the report sorted, by user last name,
or user id)

c. Results — (determines how you wish to view the generated report)

4, Click Submit.

Result

You have successfully generated a user report.
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Generating a User Service Package Grant Report

This report will help you manage the service packages granted to the users in your
immediate organization or below. By generating this report, you will be able to view all
users who have a grant to a selected service package. After running the report, you will
have the option to download the report into Excel format.

Complete the following steps to generate a report.
1. Click Security Administrator Reports from the Reports drop down menu.

2. Click user service package grants. The User Service Package Grants
Reports screen is displayed.

Home : My Profile : My Organization : Search : Administration : Reports : IE Show side nav

Security Adrmin Abston - Cowisint
security administrator reports

( user report T user service package grants T user portal access by site code

This report will help you manage the service packages granted to the users in your immediate organization or below, Select the service package and click submit
to display all users who have a grant to that package. After running the report, you will have the option to downlaad it into Excel.

Select your criteria and click 'submit' to generate the report.

Report Criteria

_ o B @ my immediate arganization anly
include organization options

Oinclude all organizations below

*select a service package | Covisint Teamroom v

@ show as HTML
results

O show as a .csv file

initiate report  submit

3. Configure the filters for the report by selected an option for each required field,
including:

a. Organization options — (determines where in the hierarchy you wish to
obtain information, for your immediate organization only, or all
organizations below yours)

b. Select a service package — (from the drop down list, click the service
package for which you wish this report to generate)

c. Results — (determines how you wish to view the generated report)

4. Click Submit.

Result

You have successfully generated a user service package grant report.
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Generating a User Portal Access by Site Code Report
This report will help you manage all users in your immediate organization or below, for a

given service package and site code combination. The report can be sorted by last name
or by User ID. After running the report, you will have the option to download it into Excel.
Complete the following steps to generate a report.

1. Click Security Administrator Reports from the Reports drop down menu.

2. Click user portal access by site code. The Report screen is displayed.

Home : My Profile : My Organization : Search @ Administration | Reports : 1B Show side nav

Security Admin Abston - Cowisint
security administrator reports

user report T user service package grants T user portal access by site code

This report will help you manage all users in your immediate organization or below. The report can be sorted by last name or by User ID. After running the report,
you will have the option to download it into Excel.

Select your criteria and click 'submit’ to generate the report.

Report Criteria

*select a service package b
*site code

_ N R @ my immediate organization anly
include organization options X o
Oinclude all arganizations below

O userid

sort by
@ 1ast nams

@ show as HTML
results

O show as a .csv file

initiate report  submit

3. Configure the filters for the report by selected an option for each required field,
including:

i. Organization options — (determines where in the hierarchy you wish to
obtain information, for your immediate organization only, or all
organizations below yours)

ii. Select a service package — (from the drop down list, click the service
package for which you wish this report to generate)

iii. Results — (determines how you wish to view the generated report)

4. Click Submit.

Result

You have successfully generated a user portal access by site code report.
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Performing Quarterly User Audits

Some of Covisint's portal partners require Security Administrators to perform a periodic
audit of their users. A quarterly audit reminder will be emailed to all Security
Administrators reminding them to perform the necessary audit activities. You can view
your audit history on the Quarterly User Grant Audit page. The audit history records the
date, the type of audit, and the auditor’s ID for past audits.

You can perform the audit at any time using the Audit User functionality in CCA by
completing the following steps:

Home : My Profile : My Organization | Search | Administration | Reports i IE Show side nav

Pending requests 4 Security Admin Abstan - Covisint
Covisint Connection and Administration for: Seq_ Invit= 4
Roles and Services »
X COMMON ADMINISTRATOR ACTIONS Audics 4

finnual Users Audit
Quick access to the most common admin tasks in CCA, £

Organization Reports Audits Last

» ¥Wiew my Organization Service Packages + Security Administrator Reports + Quarterly User Audit 2005.06.30

+» ¥iew my Organization Users » User Summary » Annual User Audit 2006.06.20
Request a Service Package for my + User Service Summary

' Drganization

© PENDING REQUESTS: 7 total

My Users My Organization

2. New users 0: New organizations

3 Service 1: Service packages

1; Site codes 0: Site codes

6 LOCKED ACCOUNTS: 2 total | Show all |

1. From the Administration menu, click Audits.

2. Click Quarterly User Reports from the Audits drop down menu. The User Audit
screen is displayed.

Home : My Profile : My Organization : Search @ Administration : Reports :

IE Show side nav

Security Admin Abston = Cowvisint
User Audit: Quarterly User Audit (Covisint)

Quarterly User Audit I Annual User Audit

Please review the current status of all active and suspended users in your Covisint organization. The goal of the User Audit is to validate these users as members
of your company and to record your completion of this validation process,

Below is a list of active and suspended users. Review the list and make any status changes as necessary. Click "continue”™ when you are finished reviewing this
page.

Click on the User Report link to review/print a full user report.
AUDIT HISTORY

& Printable Version

~
2004,01.09 EST Quarterly User Audit
2004.01.09 EST Annual User Audit
2004,01.09 EST Annual User Audit 3
USER AUDIT i

Viewing 1 of 16 pages [Cinclude all divisions

organization name user name last login date suspend @ permanently remove @
& &h
Covisint Partner Assist {(read-only) Mot Available
Covisint Jjdoelz34 Mot Available -- O
Covisint johndoed312 Mot Available == O
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3. Review the list of all users in the organization that is displayed. (Note: Enabling the
include all divisions check box will enable you to audit all organizations at your level
or below on your company’s hierarchy tree).

4. Enable the checkbox in the Suspend or Permanently Remove column of each user
on the list as necessary. (Note: A user must be ‘suspended’ before the user can be

‘permanently removed’),

5. Key in the reason for suspension or permanent removal in the open text box. (Note:
A default suspension/permanent removal reason will auto-populate).

6. Optionally, enable the checkbox if you choose to send an email to the user(s)
notifying them of the change in their account status.

7. After you have examined each page of the audit, confirm the audit and log completion
on the last screen by clicking confirm and log audit completion.

Result

You have successfully logged completion of the quarterly audit requirement. The audit history
records the date, the type of audit, and the auditor’s ID for past audits.
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Performing Annual User Audits

Perform an audit at any time using the User Audit functionality in CCA by completing the
following steps:

Home : My Profile : izati 3 h ini i 8 8 IE Show side nav

Pending requests 4 Security Admin Abston - Covisint
Covisint Connection and Administration for: Seq_ Invit= 4

Roles and Services »

Audits L

X COMMON ADMINISTRATOR ACTIONS
Quick access to the most common admin tasks in CCA,

Organization Reports Audits Last

» ¥Wiew my Organization Service Packages + Security Administrator Reports » Quarterly User Audit 2005.06.30

+ ¥iew my Organization Users +» User Summary + Annual User Audit 2006.06.20
Request a Service Package for my + User Service Summary

Organization

© PENDING REQUESTS: 7 total

My Users My Organization

2. New users 0: New organizations
3 Service 1: Service packages
1; Site codes 0: Site codes

B LOCKED ACCOUNTS: 2 total m

1. From the Administration menu, click Audits.

2. Click Annual User Audits from the Audits drop down menu. The Annual User Audit
screen is displayed.

Covisint Connection and Administration *Home *Portal »Help »ContactUs *Logout

Home : My Profile : My Organization : Search : Administration : Reports : Il Show side nav
Security Admin = Covizint

User Audit: Annual User Grant Audit (Covisint)

Ql.i;;t-el‘l;‘ Us'e'r nudit T Annual User Audit

4, Itis strongly suggested that you perform a User Audit to suspend or remove users before reviewing the User Grants,

Conduct your annual user grant audit from this screen. Once you have audited any service package, click on the Confirm and Log Audit Completion button below to
log your compliance with the annual audit requirement.

AUDIT HISTORY

<5 Printable Version

date of last user audit Quarterly Audit Type last user audit administrator ID L.
2003.06.17 EDT Quarterly User Audit jdoelz34
2003.07.07 EDT Quarterly User Audit johndoer3d1z

v
USER GRANTS

Click on a package or sub-package title below to view Yhe user grants. Note that you must log your B pownload a .csw file containing all packages,
compliance using the button at the bottom of this page-in order to complete your audit. users, and grants for offline review,
service package name Last Confirmed (2)
Problem Solver 2001.10.07 EDT
Covisint Advanced Quality Planner 2006.11,02 EST
GCAC Portal {Members Only} Z00%.02.19 EST
One Stop Shﬁ?n Portal (DEMO) 2005.03.03 EST
Demo N
‘ jschonme-test-03 2006.02.09 EST
Finance
Check For My Checks 2005.03.07 EST
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3.  Click on one service package name to view a list of user in your organizations that
have access to the service.

Home : My Profile ! My Organization | Search | Administration { Reports |

B Show side nav
Security Admin Abston - Couisint

Annual User Grant Audit (Covisint)

Quarterly User Audit T Annual User Audit
Package/Subpackage: One Stop Shop Portal (DEMO)

Please review the current status of all active and suspended users in your Covisint organization. The goal of the User Audit is to validate these users as members
of your company and to record your completion of this validation process.

USER AUDIT

Viewing 1 of 1 pages [Jinclude all divisions

organization name user name date grantedfupdated Last Access Date permanently remove (7)
@
Covisint Jane Doe 2006.09.12 EOT 2006.09.12 EDT 0O
Covisint John Doe 2006.06.22 EDT 2006.06.22 EDT O
Covisint Training Admin 2007.02.05 EST 2007.02.05 EST D
conlinue to next step ‘ cancel ‘

4. Optionally, you can click the show all divisions checkbox to conduct the audit for all
organizations at or below your organization in your organization’s hierarchy.

5. Enable the checkbox of each service you wish to permanently remove from the
targeted user.

6. Click continue to next step.

7. Repeat steps 4 — 7 to verify the grants for each additional service package.

Home : My Profile : My Organization : Search : Administration : Reports :

IE Show side nav
Security Admin Abston - Covisint

User Audit: Annual User Grant Audit (Covisint)

Quarterly User Audit T Annual User audit

A5 an administrator of Covising, 1 acknowledge my responsibility for user access in Covisint,

1 have reviewed the list of users in my company with Covisint access and believe these users to be appropriate representatives of my company,
COMFIRM & LOG COMPLIANCE

audit another package ‘ confimy and log audit completion | i will log my compliance later |

3

8. Perform one of the following:

a. Click confirm and log audit completion if you have finished your audit.

b. Click audit another package if you need to audit users in an additional
service package

c. Click I will log my compliance later if you are not finished and wish to
save your audit thus far and finish the audit at a later time.

Result

You have successfully logged completion of the annual audit requirement. The audit history
records the date, the type of audit, and the auditor’s ID for past audits.
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Need Additional Support?

Contact your Security Administrator for additional help.

Create a Support Request Ticket
If you are a registered Covisint user, and have questions that are not answered in any of

these help guides, you may submit a support request ticket.
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At times, a Portal Owner may review invalid codes in the SAO profile for the portal. This is a list
of invalid codes available at the "Identify Invalid Codes for [SAO Organization]" screen.

Organization Service Package Screen (SAO Organization as seen by the Portal Owner)

rervice package information

other organizations with same authority designation

N—

description Daimler Portal: Access to Mercedes-Benz Cars and Daimler Trucks
owner organization Mercedes-Benz Cars and Vans, and Daimler Trucks and Busses
Supplier Code SGN:12088435
accepting administrator Jun Uang (wser idi JUNTESTADMING
acceptance date  { view history of acceptamce } 2004.09.12 10:17 AM EET

service authority srganization (SAD) UN TEST ORD 3 _iuqimcths e S4)

£3 JuNTESTORE 1 (T
= |4 Cevisint - (top bevel organization) [T
[} swmstow @

= o QA Master ()
[} W Materisls to. (D)

(] ©awador @
" S —

[ Tsess {top level arganization) 1]

= ‘"*

site codes view current site cod

_

From the Organization Service Packages screen, navigate to the Invalid Site Code screen by

clicking identify invalid site codes.
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Identify Invalid Codes for [SAO Organization] Screen

Home : My Profile ! My Organization : Search : Administration : Reports @

Jun Liang - Daimler AG

Identify Invalid Codes for JUN TEST ORG 3

The following list of site codes are invalid, Click the "remove” button to remove them,

lcause they either have an invalid Site Code for Daimler Portal: Access to Mercedes-Benz Cars and Daimler Trucks or have invalid site codes granted for its sub-packages.

Invalid codes (total: 3)

site codes business unit description street address town or city state postal code country code

99001053 & Mo Business Unit 93001053 & covising test Covisint city 12345
99001053 C No Business Unit 99001053 C covisint test Covisint city 12345
99001053 € Mo Business Unit 93001053 € covising test Covisint city 12345

remove ncel

From this screen, Portal Owners of an SAO Organization are able to view:
e alist of site codes involved in invalid code grants for users and/or organizations in CCA
o the number of users impacted by the invalid site codes granted on their Portal grant or on
application grants (sub-packages).

By clicking the remove, the system performs the clean-up actions on invalid grants listed. The
system will automatically:

¢ Revoke the portal grant from each user with an invalid home location code on that portal.
Revoke a sub-package grant from any user with only invalid associated application site
codes remaining.

Update any user package grant to remove any invalid site code grants.

Remove any invalid company/division invalid site code from organization portal grants.
Send sync messages to the portal partner for any effected users.

Emalil effected users, notifying them of the changes applied to them.
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